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THE TOP RESULT ON A GOOGLE SEARCH FOR 

‘Internet pollution’ in English is an article on 

Wikipedia about ‘information pollution,’ which 

is defined as ‘the contamination of information 

supply with irrelevant, redundant, unsolicited and 

low-value information’. The rest of the top Google 

results concern the carbon emissions caused 

by the electricity used by Internet servers and 

environmental degradation caused by electronic 

waste. 

Alibaba’s founder Jack Ma
Source: zh.wikipedia.org
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Chinese language searches for 

‘Internet pollution’ 网络污染 on 

Baidu 百度, China’s leading search 

engine, as well as on Google, pres-

ent a slightly different definition. 

The top result on both is a long 

page on Baidu’s own Baike 百科 

(a kind of commercial Wikipedia) 

that notes the following: ‘For most 

Internet users these days, many 

Chinese websites have more and 

more “Internet pollution” that, like 

psoriasis, causes endless annoy-

ance.’ 

The Baike entry then notes that because the Internet and mobile net-

works are developing so rapidly, governments are always playing catch 

up with their regulation. Before describing the Chinese situation or even 

defining what exactly Internet pollution means, it provides a list of Inter-

net ‘management’ strategies used in the USA, UK, South Korea, Japan, and 

France, followed by several paragraphs on Chinese government measures 

to control the Internet. The entry quotes from a 2010 speech by Liu Zhen-

grong 刘正荣, then deputy director of the State Council Information Office 

Internet Bureau (one of the organisations responsible at that time for on-

line ‘public opinion guidance’, aka propaganda) on the need for govern-

ment regulation and management to continuously keep up with the rapid 

development of the Internet. 

The article says the problems of Internet pollution include threats 

to national security, pornography, the spread of rumors, and the ‘mali-

cious spread of harmful information’ 恶意传播有害信息, fraud, privacy 

infringement, dating scams, and ‘Internet violence’ 网络暴力, which is 

probably best rendered in English as cyberbullying. 

Internet pollution: in this cartoon a computer is 
pouring vulgar words into the head of the user
Image: img5.imgtn.bdimg.com



All of this is of a piece with a strategy that is old as the Chinese Inter-

net itself. In 1997, when only a few hundred thousand people were online 

in China, Geremie Barmé and Sang Ye published an article in Wired mag-

azine titled ‘The Great Firewall’. It was the first published use of the now 

common phrase that describes the cordon sanitaire that Chinese censors 

have erected to block Chinese Internet users from accessing, inter alia, all 

major international social media services and many foreign news sites. 

Barmé and Sang described early work on what Chinese Internet users now 

refer to by the abbreviation GFW:

In an equipment-crowded office in the Air Force Guesthouse on Bei-

jing’s Third Ring Road sits the man in charge of computer and Net 

surveillance at the Public Security Bureau. The PSB—leizi, or ‘thunder 

makers,’ in local dialect—covers not only robberies and murder, but 

also cultural espionage, ‘spiritual pollutants,’ and all manner of dis-

sent. Its new concern is Internet malfeasance.

A computer engineer in his late 30s, Comrade X (he asked not to be 

identified because of his less-than-polite comments about some Chi-

nese ISPs) is overseeing efforts to build a digital equivalent to China’s 

Great Wall. Under construction since last year, what’s officially known 

as the ‘firewall’ is designed to keep Chinese cyberspace free of pollut-

ants of all sorts, by the simple means of requiring ISPs to block access 

to ‘problem’ sites abroad.

State rhetoric about purifying the Internet intensified in 2012, the 

year that Chinese social media’s ability to challenge the official narra-

tive was probably at its lowest point to date. Calls to cleanse the Internet 

of ‘poisons’ and ‘pollutants’ have grown increasingly shrill every year, 

as documented in every edition of the China Story Yearbook since then. 

As mentioned in the China Story Yearbook 2014, a report published in  
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February that year quoted Xi Jin-

ping as saying that cyberspace 

should be made ‘clean and chip-

per’ (in the Xinhua News Agen-

cy’s translation). Elsewhere Xi 

has called cyberspace an ‘ecolo-

gy’ 生态 that should be developed 

in the image of ‘crystal-clear wa-

ter and lush mountains as an 

invaluable asset’ 绿水青山就是
金银山. To purify the ecological 

system, authorities run cam-

paigns like the ‘Clean Internet 

2015’, which closed down tens 

of thousands of websites featur-

ing allegedly pornographic and 

obscene content. The rhetoric is 

accompanied by offline crack-

downs, including arrests, the 

shutting down of Internet servic-

es, and police investigations. The 

year 2015 was no exception. But 

if official statements focus on clamping down on crime, including the dis-

semination of pornography, official actions often aim at the censorship of 

political ideas and restricting independent political activities.

For several weeks in January 2015, the technicians of the Great 

Firewall interfered with VPNs, or Virtual Private Networks, popular tools 

for getting around the obstructions to browsing foreign sites. Most VPN 

services were throttled to the point of being unusable. VPNs are not illegal 

per se—but Chinese law requires companies and individuals using them 

to register with the Ministry of Industry and Information Technology. 

The Great Firewall (GFW) in operation in China
Image: The South China Morning Post



In July, a draft Cybersecurity Law 

was published that made a range of 

Internet-based activities illegal and 

required tech companies operating 

in China, if asked, to provide law 

enforcement with technical assistance, 

including decryption of user data. The 

final version of the law went into force 

on 1 January 2016. 

In August 2015, meanwhile, the 

Ministry of Public Security announced the ‘punishment’ of at least 197 

people for ‘spreading rumours’ online and said they had shut down 165 

‘online accounts’. The ‘rumours’ were related to China’s stock market tra-

vails, the explosions at the port in Tianjin and the military parade to com-

memorate the 70th anniversary of the end of World War II. In December, 

the activist lawyer Pu Zhiqiang 浦志强 went on trial in Beijing for his on-

line social commentary; the Second Intermediate Court of Beijing found 

him guilty of ‘picking quarrels and inciting ethnic hatred’, and gave him a 

suspended three-year prison sentence.

The Communist Party under Xi Jinping sees free expression and 

political organising on digital platforms within China as a threat. It is 

also wary about foreign countries, particularly the US, using the Internet 

both to undermine the Party ideologically and for espionage and cyber-

warfare. Edward Snowden’s 2013 revelations about the global surveillance 

activities of the American National Security Agency (NSA) changed the 

conversation about Internet security and technology controls in China 

almost overnight. The Snowden revelations provided compelling proof 

of the American intentions that Chinese Internet regulators had long 

warned about. It became much tougher for Google to claim no political 

agenda and for the US State Department to reassure countries like Russia 

and China of its good intentions. 

Pu Zhiqiang
Image: img5.imgtn.bdimg.com
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THE ANTHEM OF THE CYBERSPACE ADMINISTRATION OF CHINA,

by Lorand Laskai

Beijing Internet Association’s Lunar New Year gala: ‘An Internet power: 
Tell the world that that the Chinese Dream is uplifting China
Photo: youtube.com

During the talent show section of the Beijing Internet Association’s 
Lunar New Year gala, the Cyber Administration of China (CAC) 
presented a paean to the country’s Internet prowess and the 
greatness of Internet regulation titled: ‘An Internet power: Tell the 
world that the Chinese Dream is uplifting China’.

For its anthem, CAC reportedly enlisted the help of Zhao Jialin 赵
佳霖, one of the artists behind China’s summer 2014 pop hit ‘Little 
Apple’ 小苹果. At the centre of the anthem is the concept of the country 
becoming an ‘Internet power’ 网络强国, a term that encompasses 
Internet infrastructure, business, culture and governance, and 
represents the goal of China’s Internet development. 



在这片天空日月忠诚的守望
为日出东方使命担当
创新每个日子拥抱着清朗
像一束廉洁阳光感动在心上
团结万物生长的力量
奉献地球村成为最美的 
风光

网络强国网: 在哪光荣梦想
在哪
网络强国: 从遥远的宇宙到
思念的家
网络强国:告诉世界中国梦
在崛起大中华
网络强国: 一个我在世界
代表着国家

在这个世界百川忠诚寻归
海洋担当中华文明的丈量
五千年沉淀点亮创 
新思想
廉洁就是一个民族清澈荡漾
我们团结在天地中央
信仰奉献流淌万里黄河 
长江

网络强国: 网在哪光荣梦想
在哪
网络强国: 从遥远的宇宙到
思念的家
网络强国: 告诉世界中国梦
在崛起大中华
网络强国: 一个我在世界代
表着国家

Devotedly keeping watch over the space every day,
Taking up our mission as the sun rises in the east,
Innovating every day, embracing the clear and bright,
Like warm sunshine moving in our hearts.
Unified with the strength of all living things,
Devoted to turning the global village into the most 
beautiful scene.

An Internet power: Where the Internet is, so is the 
glorious dream.
An Internet power: From the distant cosmos to the 
missing home.
An Internet power: Tell the world that the Chinese 
Dream is uplifting China.
An Internet power: I represent my nation to the 
world.

In this world all rivers flow to the sea,
Assuming the measure of Chinese civilisation.
Five thousand years of history condensed to illumi-
nate innovation,
Integrity is the clear ripple of a nationality.
We are unified between heaven and earth,
Faith and devotion flow like the Yellow River and 
Yangtze.

An Internet power: Where the Internet is, so is the 
glorious dream.
An Internet power: From the distant cosmos to the 
missing home.
An Internet power: Tell the world that the Chinese 
Dream is uplifting China.
An Internet power: I represent my nation to the 
world.
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The Snowden Papers were hardly the 

first revelations to alarm China about the 

potential harm of the global Internet. In 

June 2012, The New York Times published 

an article claiming that the malicious 

computer worm Stuxnet was a jointly 

built US-Israeli cyber-weapon designed 

to sabotage the Iranian nuclear program. 

Previously, American social media sites 

such as Facebook and Twitter had been 

widely heralded as major factors in the Arab Spring protests of 2010–

2012—leading to Adam Segal, author of The Hacked World Order, calling 

the period (from June 2012 to June 2013) ‘Year Zero’ of the dramatic 

reassertion of national controls over cyberspace. Of all the states and 

ruling parties, China was perhaps the most concerned and best prepared 

for this project. 

In 2014, the Party-state established the Central Leading Group for 

Internet Security and Informatisation 中央网络安全和信息化领导小组 

with, significantly, Xi Jinping himself at its head. One of the members of 

the leading group was Lu Wei 鲁炜, who became Xi’s able lieutenant as the 

head of the Cyberspace Administration of China (CAC) 中央网信办, also 

established in 2014 to centrally manage Internet censorship and control. 

The CAC took over the functions of the State Council Information Office 

Internet Bureau (for more on this subject see the China Story Yearbook 

2014, Chapter 3 ‘The Chinese Internet ‘Unshared Destiny’, pp.106–123).

The CAC has some elements in common with a dynamic Internet start-

up. The average age of its staff (37.8 years old) is young, at least by the 

standards of a Chinese government agency, and CAC officials are known 

to work long hours thanks to the organisation’s quickly expanding man-

date. Within two years of its founding, the CAC has taken a central role in 

implementing Xi’s vision of the Internet, giving Lu Wei a prominent me-

dia profile. A key part of this vision is the concept of Internet sovereignty, 

Lu Wei
Photo: img4.imgtn.bdimg.com



which emphasises the authority of a nation-state to regulate cyberspace in 

its own unique way. 

By the time Xi Jinping made his state visit to the United States in 

September 2015, with Lu Wei in his delegation, he was well prepared to 

meet the Obama government’s criticisms about alleged Chinese hacking 

of US government and commercial websites with vague promises of co-

operation on cybersecurity issues.

His confidence was due in no small part to China’s huge, dynamic and 

expanding Internet community. At the end of 2015, the country’s popula-

tion of Internet users had grown to around 700 million. China is the only 

country whose Internet companies can rival the titans of Silicon Valley, 

whether measured by user numbers, scale or revenues. 

Alibaba was originally an ecommerce company offering services 

similar to Amazon and Ebay. It used some of the US$25 billion war chest 

generated by its September 2014 listing on the New York Stock Exchange 

to rapidly expand into a huge variety of new businesses from consumer 

credit and mobile payments to film production. In 2015, the search engine 

Baidu grew a mobile phone- and online-based food delivery service from 

nothing to a business reportedly worth RMB 8 billion (US$1.2 billion). By 

the end of 2015, Tencent’s WeChat mobile messaging service had more 

than a billion accounts with users active each month totalling nearly 

Xi Jinping and Lu Wei meet with the CEOs of US Tech Giants
Photo: The South China Morning Post
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700 million. The service offers a combination of messaging (similar to 

WhatsApp), mobile payments, flight and train ticket booking, car hailing, 

Facebook-type social media feeds, and many other apps and services. 

WeChat is perhaps the first Chinese Internet or mobile product that has 

a real international presence: one out of every four users is non-Chinese. 

Facebook and other Silicon Valley companies are studying it as a potential 

model for future development. Didi Dache, a car-hailing app (renamed 

Didi Chuxing in early 2016 after a merger with a rival), is the world’s 

largest company of its kind and the only serious global rival to Uber. In 

2015, Xiaomi, an upstart Chinese company founded in 2011, became the 

world’s fifth largest smartphone maker, selling 70.8 million units. 

It is not only giant companies that are powering the dynamism of the 

Chinese Internet and its broader economy: in November 2015, Bloomberg 

reported that China was a world leader in entrepreneurship, ‘spawning 

4,000 new businesses a day’. Many of these are tech companies, including 

everything from one person boutiques selling handmade dresses on Alib-

aba’s Taoabao platform to companies like HaoBTC, a Bitcoin mining firm 

with servers in the mountains of west Sichuan that give them access to 

cheap hydroelectric power. 

All this means that the government can laugh off criticism that gov-

ernment censorship and regulation of the technology industry hampers 

innovation and prevents China’s Internet companies from achieving glob-

al significance. 

During Xi’s 2015 state visit to the US, he visited the Microsoft head-

quarters in Redmond, where he and Lu Wei posed for a photograph with 

the grinning CEOs of Apple, Facebook, IBM, Cisco, Amazon, Intel, and Air-

bnb. Despite the fact that many of these companies are blocked from op-

erating in China or subject to protectionist regulations, none of their exec-

utives could resist a meet and greet with the Chairman of Everything and 

his head cyberspace administrator. 



ALIBABA BUYS THE SOUTH CHINA 
MORNING POST, by Aiden Xia

Alibaba, China’s biggest ecommerce 

company, announced on 14 December 

2015 that it would buy the South China 

Morning Post (SCMP), Hong Kong’s 

premier English-language paper, for 

US$266 million. 

Tse Tsan-tai 谢缵泰 and Alfred 

Cunningham founded the SCMP in 

1903. Companies controlled by Rupert Murdoch bought a majority stake in it in 1987, and 

then sold a controlling interest to Malaysian Chinese tycoon Robert Kuok 郭鹤年 in 1993. 

Despite its reputation as one of Asia’s most authoritative periodicals, the paper today has a 

relatively small subscription base of around 100,000 print and digital subscribers, and fall-

ing profit margins. Penetration into the mainland Chinese market would be at the price of 

the paper’s editorial independence and often critical coverage of the Chinese government. 

Already, there have been conflicts between the news staff and Kuok, who is seen as sympa-

thetic to the Chinese government. The internal dynamics at the paper have been tumultu-

ous in recent years, leading to a turnover rate of ten chief editors in eleven years since 2000. 

News of Alibaba’s acquisition of SCMP marked a tightening of Beijing’s grip around the 

prestigious publication. In a statement and Q&A published in the newspaper, Joseph Tsai, 

executive vice chairman of Alibaba vowed that SCMP would remain ‘objective, accurate 

and fair’. He said that the acquisition aimed to combine Alibaba’s digital expertise with the 

112-year-old newspaper’s journalistic excellence to create a global media entity offering 

‘comprehensive and insightful news and analysis of the big stories in Hong Kong and China’. 

But he also remarked:

Our perspective is this: China is important, China is a rising economy. It is the second-

largest economy in the world. People should learn more about China. The coverage 

about China should be balanced and fair. Today when I see mainstream western news 

organisations cover China, they cover it through a very particular lens. It is through 

the lens that China is a communist state and everything kind of follows from that. A lot 

of journalists working with these western media organisations may not agree with the 

system of governance in China and that taints their view of coverage. We see things 

differently, we believe things should be presented as they are.

Or at least as they are through the equally particular lens of China’s own media. 

The South China Morning Post
Photo: Sebastian Wallroth, Wikimedia Commons
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Conference Call

CAC organised the Second Annual World Internet Conference (also known 

as the Wuzhen Summit) held in mid-December 2015 in the river town of 

Wuzhen in Zhejiang province. Some wags on the Chinese Internet dubbed 

the conference the ‘Third World Internet Conference’ because with the 

exception of Russia, Iran and South Korea, there were no government 

representatives from major countries in attendance, with officials from 

countries such as Tonga, Congo, and Guinea making up the bulk of the 

twenty-one state participants. 

Nonetheless, Chinese media reported that the event attracted more 

than 2,000 Internet professionals, officials, and experts from more than 

120 countries and regions. Guests included Chinese President Xi Jinping, 

Russian Prime Minister Dmitry Medvedev, Alibaba founder Jack Ma, the 

CEOs of Airbnb and Netflix, as well as high-level representatives from Face-

book, Google, and LinkedIn, Wikipedia founder Jimmy Wales, and Fadi 

Chehadé, the president of the Internet Corporation for Assigned Names 

and Numbers (ICANN), an organisation that sets standards for top-level 

domains and root servers that ensure that you are directed to the correct 

page when you type a web address into a browser.

The principal purpose behind the annual conference, according to 

Xinhua, is ‘to promote the Chinese Communist Party’s vision of Inter-

net governance 互联整理 to an international audience and to gain allies 

against the perceived Western encroachment upon China’s cyber sover-

eignty 互联主权. At the first Wuzhen Summit in 2014, attendees woke up 

to find a draft joint statement affirming China’s concept of ‘Internet sover-

eignty’ that had been slid under their hotel doors on the final night. Partic-

ipants were encouraged to sign it. But the overture did not succeed—the 

first Wuzhen Summit ended without a communiqué, and the CAC scuttled 

whatever goodwill the three-day conference had managed to cultivate 

among those participants and observers sceptical of China’s online cen-

sorship regime.



December 2015: the Wuzhen Summit
Source: cntv.cn

At the Second World Internet Conference the pitch was more com-

pelling and the staging more graceful. Whereas Xi Jinping merely sent a 

video message in 2014, in 2015 he was in attendance and delivered a key-

note speech. He outlined ‘four principles’ 四项原则 and made ‘five prop-

ositions’ 五点主张 for international Internet governance, centring on the 

idea of ‘respecting Internet sovereignty’ 尊重网络主权. 

China enjoyed a propaganda coup with cameras trained on the Silicon 

Valley executives listening to China’s vision for a clean and regulated cy-

berspace. And the Chinese government scored a significant victory at the 

end of the conference when ICANN president Chehadé accepted the role of 

co-chair of the Wuzhen Summit’s high-level advisory committee. 

Only days before the conference, the UN had approved a document 

titled ‘Ten-Year Review of the World Summit on the Information Society’, 

which sets out the processes for how the Internet is governed. The final 

text substituted, at China’s insistence, the word ‘multilateral’ for ‘multi- 

stakeholder’. The latter includes non-government agencies—civil society, 

in effect—in the discussion of how to manage the global Internet, where-

as ‘multilateral’ grants governments a privileged role and the prerogative 

to manage their own cyberspaces independently. This was a victory for the 

Chinese concept of ‘Internet sovereignty’, for it grants Chinese and other gov-

ernments fed up with the pesky inconveniences of an open Internet the mor-

al right to ‘purify’ and enclose their own cyberspaces. The Chinese govern-

ment has not yet figured out how to rid the air and soil of pollution, but it is 

doing a remarkable job of cleansing its Internet from unwanted impurities.
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WORSHIPPING JIANG ZEMIN’S TOAD, by Lorand Laskai

In the late summer of 2015, obser-
vant Internet users noticed the un-
canny similarities between a large, 
cartoonish blow-up amphibian, a 
‘toad’ 蛤蟆, floating on the lake at 
the Summer Palace, and the former 
president, Jiang Zemin, with his char-
acteristic thick, black spectacles and 
high-waisted pants. 

The initial commentary was mock-
ing and much of it was censored. But 
instead of fizzling out, it blossomed 
into a meme called ‘toad worship cul-

ture’ 膜蛤文化 as ‘fans of the toad’ 蛤丝 gathered on WeChat, Weibo online community Baidu 
Tieba (Baidu Paste Bar), and Q&A website Zhihu to share their favorite quotes, memories, 
and pictures of the former leader.

In one frequently shared picture, Jiang confidently combs his hair in front of the King of 
Spain. In another, he gesticulates widely next to US president Bill Clinton. In yet another, 
Jiang, in waist-high swimming trunks and goggles, beams for a picture before diving into the 
Dead Sea—a comment reads ‘I am utterly moved by the Elder’s openness and confidence’. 
To indicate laughter, fans replace the characters for ‘haha’ 哈哈 with the ‘ha’ from the char-
acter for ‘toad’ 蛤蛤.

In toad worship culture, Jiang Zemin himself is called the ‘Elder’ 长者, a reference to one 
toad fan’s favorite memory: in 2000, Jiang scolded Hong Kong reporter Sharon Cheung 张
宝华 at a press conference, referring to himself as an ‘elder’ with an imperative to impart 
some real-life experience to Hong Kong’s simple-minded media. Cheung’s Weibo account 
has become something of a virtual mecca for toad fans.

Toad worship delights in Jiang’s unselfconscious and free-wheeling nature, a strong 
contrast with Xi Jinping’s meticulously choreographed public image and self-important 

persona. Discussing the differences between Xi 
and Jiang is called xixihaha 习习蛤蛤, a pun on 
the onomatopoeia for the sound of laughter 嘻
嘻哈哈. In a thinly veiled satirical comment on 
Xi’s staged 2013 visit to a Beijing steamed bun 
shop, some toad fans posted the slogan ‘keep 
the toad, destroy the bun’ 续蛤灭包. This was 
apparently too much: soon after this slogan 
appeared, censors eliminated most of the toad 
worship culture from the Internet.

A toad (left); Jiang Zemin (right)
Source: cdn0.dailydot.com

2000: Hong Kong reporters make Jiang Zemin 
see red
Source: youtube.com



Afterword: ‘Twas ever thus

The 1997 Geremie R. Barmé and Sang Ye article mentioned above quotes 

Xia Hong, then public relations manager for a company called China 

InfoHighway Space: 

The Internet has been an important technical innovator, but we need 

to add another element, and that is control. The new generation of in-

formation superhighway needs a traffic control centre. It needs high-

way patrols; users will require driving licenses. These are the basic 

requirements for any controlled environment. 

All Net users must conscientiously abide by government laws and reg-

ulations. If Net users wish to enter or leave a national boundary they 

must, by necessity, go through customs and immigration. They will 

not be allowed to take state secrets out, nor will they be permitted to 

bring harmful information in.

As we stand on the cusp of the new century, we need to—and are 

justified in wanting to—challenge America’s dominant position. Cut-

ting-edge Western technology and the most ancient Eastern culture 

will be combined to create the basis for dialog in the coming century. 

In the twenty-first century, the boundaries will be redrawn. The world 

is no longer the spiritual colony of America.



This text is taken from China Story Yearbook 2015: Pollution, 
edited by Gloria Davies, Jeremy Goldkorn and Luigi Tomba, 

published 2016 by ANU Press, The Australian National 
University, Canberra, Australia.




