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Understanding Uncertainty
MICHAEL.SMITHSON

An overview of uncertainty in this practice-oriented setting may seem too 
academic by half. Why indulge in an exercise around understanding uncertainty? 
Surely we should be focusing on the business of removing uncertainties, by 
improving our predictions of when and where criminal activity or threats to 
security will arise, the effectiveness of our methods of investigation, intelligence 
and case-solving, and our understanding of the root causes of crime and security 
threats. 

Those are laudable goals. Nevertheless, they entail implicit assumptions about 
the nature of the uncertainties involved in policing and security, and how 
stakeholders understand these uncertainties and the risks associated with 
them. They also are formed by a perspective that views uncertainty as entirely 
negative, something to be rid of. This overview examines these assumptions and 
makes some rather bold claims, such as the following:

• Many important uncertainties may be incomparable with one another. People 
think and behave as if there are different kinds of uncertainty. 

• Many important uncertainties are irreducible. 

• Even when uncertainties are reducible, they may not be worth reducing. 

• Even when they are worth reducing, conventional uncertainty reduction 
methods may not be useful to decision-makers. 

• Reducing one uncertainty may increase or generate other uncertainties.

• People have uses for uncertainty, and some of those uses underpin important 
forms of social capital. Reducing those uncertainties destroys social capital. 

• We always trade away something when we try to reduce uncertainties. 
Sometimes we should be reluctant to make the trade. 

Another justification for an overview is the disjointed nature of the available 
perspectives on uncertainty, risk, and related topics. Many disciplines, 
professions and practice domains have perspectives on uncertainty, and some 
of them are sophisticated, but these are usually not well understood by others 
outside those disciplines or domains. They are not self-integrating either, and 
an overview can be helpful in this regard. 
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Frameworks for understanding unknowns
It is difficult to communicate clearly about uncertainty, and to do so without 
employing terms that have negative connotations. In many disciplines the most 
popular general term seems to be ‘uncertainty’. This is the case, for example, in 
psychology, economics, and engineering. Still another alternative is ‘ignorance’ 
itself, which I will use as the overarching term in this chapter even though the 
primary focus will be on uncertainty. For interesting discussions of nomenclature 
in this domain, see Gross (2007) and Smithson (2008a). 

Ignorance also is a slippery concept. A major problem in attaching a definition to 
it is that we cannot avoid making claims to know something about who is ignorant 
of what. Any claim about ignorance entails a knowledge-claim regarding the 
nature of said ignorance. Instead of a ‘frontal-assault’ definition which would 
trap us into making unwarranted claims to know everything, we need a definition 
that takes the claimant’s viewpoint into account. A definition (Smithson 1989) 
that seems to handle these problems reasonably well is as follows: A is ignorant 
from B’s viewpoint if A fails to agree with or show awareness of ideas which B 
defines as actually or potentially valid. This definition allows B to define what 
she or he means by ignorance. It also permits self-attributed ignorance, since 
A and B may be the same person. Most importantly, it incorporates anything 
B thinks A could or should know (but does not) and anything that B thinks A 
must not know (and does not). B’s notions about ignorance may be as context-
dependent and subjective as required.

The intuition that there might be different kinds of ignorance has motivated 
a number of scholars to propose various distinctions and taxonomies. Even 
such a seemingly well-known concept as probability has undergone splits into 
distinct schools of thought. Many reviews of probability theories divide schools 
of probability into three camps: Logical or a priori probability, frequentist 
probability and Bayesian probability. All three schools agree on the probability 
calculus; where they differ is on the basis and scope of probability. Many 
Bayesians, for instance, are willing to attach probabilities to unique unrepeatable 
events, whereas frequentists will not permit that. 

Outside of probability theory, one of the most popular distinctions between 
different kinds of ignorance is absence or neglect versus distortion. Another 
common distinction is reducible versus irreducible ignorance. The term ‘negative 
knowledge’ has been proposed by Knorr Cetina (1999) to encompass knowledge 
of the limits of knowing, mistakes in attempts to know, things that interfere 
with knowing, and what people do not want to know. A fourth distinction 
in some languages (Smithson 1989) is between the active voice (ignoring) and 
the passive voice (being ignorant). The active voice shall be referred to here as 
‘irrelevance’ and the passive voice as ‘error’.
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Lower-level distinctions among kinds of error that have proven useful are as 
follows. Error may arise either from incomplete or distorted views, or both. 
Distortion may consist of a systematic bias or inaccuracy (e.g. under- or 
overestimation), or confusion (mistaking one thing for another). Incompleteness 
in kind is outright absence of information, whereas incompleteness in degree 
constitutes what we shall term ‘uncertainty’. Uncertainty, in turn, includes 
probability, vagueness, ambiguity, and conflict (see Smithson 1989; Smithson 
1999; Smithson 2008b). Figure 1 displays Smithson’s (1989) taxonomy. 

Figure 1: Taxonomy of ignorance

In mathematics and related areas, the past four decades have seen a rapid 
proliferation of formal frameworks for dealing with uncertainty (as used in 
this chapter) in ways that depart from standard probability theory. Fuzzy set 
theory, roughs sets, and fuzzy logic are frameworks for dealing with vagueness 
and related kinds of nonprobabilistic uncertainty (for an overview, see Klir & 
Yuan 1995). The primary claim for fuzzy set theory is that it handles categories 
(sets) in which items can have partial membership (e.g. a ‘reddish’ colour or a 
‘tall’ person). Likewise, fuzzy logic permits degrees of truth to be attached to 
propositions. 

Probability theory itself has been generalised mainly by extensions to theories 
of ‘imprecise’ probabilities such as possibility theory, Dempster-Shafer belief 
theory, and several others that incorporate these two as special cases (key 
references here are Shafer 1976; Walley 1991). The past two decades have seen 
the establishment of these frameworks on firm axiomatic foundations and an 
increasing number of applications. 
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What is the practical significance of all this? How can general frameworks of 
the kind exemplified in this section help commanders, detectives, attorneys, or 
even jury members make decisions about real cases? I will argue for the utility 
of general frameworks through five topics:

1. how the number of alternatives or outcomes affects the decisions we make

2. understanding that uncertainty reduction is not always worthwhile

3. when more information actually increases uncertainty

4. on choosing the right analytical tool for the job

5. trade-offs and dilemmas in dealing with ignorance and uncertainty.

These topics have been chosen because each has practical effects on decisions in 
complex real-world settings, those effects are somewhat counterintuitive, and 
they pertain directly to aspects of one or more general frameworks. 

Framing a decision: how many outcomes?
The number of alternatives to choose from affects what we choose and how 
we make choices. Commonsense intuition has it that the more alternatives the 
better; a greater number of alternatives gives us ‘room to move.’ However, there 
is plenty of evidence that too many alternatives make us indecisive (Anderson 
2003). This effect is partly due to the sheer amount of thought required by 
a large number of alternatives, but also to the likelihood that some of these 
alternatives will seem so similar to one another as to make choosing among them 
difficult. 

There is another kind of influence that the number of alternatives has on our 
decision-making, and its effects are greatest when that number is small. This 
effect originates from an apparently reasonable facet of probability theory. 
Standard probability assessments applied to settings in which there is a finite set 
of possible events are partition-dependent. The ‘partition’ refers to how events 
are categorised, and ‘partition dependency’ here simply means that the number 
of event categories influences how probabilities are assigned. On grounds of 
insufficient reason, a probability of 1/K is assigned to K mutually exclusive 
possible events when nothing is known about the likelihood of those events. For 
example, in a race involving three greyhounds, a decision-maker who knows 
nothing about any of the dogs would assign a value of 1/3 to the probability of 
each greyhound winning. But if there are five dogs in the race, then the same 
decision-maker would assign a probability of 1/5 to each dog’s chances. 

All well and good, but so what? It is not difficult to find real decision-making 
situations in which the choice of K is problematic. First, people can be fooled 
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into adopting incorrect partitions. In a pioneering experiment, Fox and 
Rottenstreich (2003) demonstrated that when asked ‘How likely is it that Sunday 
will be the hottest day of the week,’ many people answered ‘1/2’ whereas when 
asked ‘Out of the seven days of the week, how likely is it …’ most gave the 
more defensible estimate ‘1/7’. The first version of the question primed people 
to think that either Sunday will or will not be the hottest day and therefore 
a twofold partition. The second version primed them to think about Sunday 
being one day out of the seven in a week, a sevenfold partition. 

Second, there are many practical situations in which no ‘correct’ partition 
exists. Nevertheless, the choice of partition crucially affects how a decision is 
framed. An example is how to categorise test results. For example, a test for 
measuring iron deficiency (serum ferretin) can be categorised into two options: 
greater or less than 45 mmol per litre or into three options, less than 35mmol/l, 
more than 35 and less than 75mmol/l, and more than 75mmol/l. The website 
of the Centre for Evidence-Based Medicine at the University of Toronto (2007) 
presents an example of a female patient who has been administered a serum 
ferritin test for diagnosing iron deficiency anaemia. Her test yields 40 mmol/l. 
Their hypothetical evidence for the diagnostic application of this test is shown 
in the upper part of Table 1, suggesting that a result of 45 mmol/l or less has a 
likelihood ratio of 8.24 and a post-test probability of 70/85 = .82 of having the 
disorder. The obvious recommendation for this patient is treatment.

Table 1: Hypothetical anaemia test scenario

Serum ferritin

test result

Iron deficiency 
anaemia Likelihood

ratioPresent Absent

positive (< 45 mmol/l) 70 15 8.24

negative (> 45 mmol/l) 15 135 0.20

85 150

Serum ferritin

test result

Iron deficiency anaemia Likelihood

RatioPresent Absent

< 35 mmol/l 60 3 35.29

> 35 < 75 mmol/l 15 35 0.76

> 75mmol/l 10 112 0.16

85 150

However, what if the partition used for the serum ferritin test was the one 
shown in the lower part of Table 1? The evidence base is the same, but now 
the patient lands in a category where the likelihood ratio is only 0.76, hardly 
sufficient to compel us to recommend treatment. Perhaps further investigation 
or tests would be warranted instead. 
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Now, the question of whether to divide the mmol/l scale into two, three, four, 
etc. options is unanswerable. There is no reason that compels us to prefer 
two categories over three or vice versa. In medicine, the partition usually is 
determined simply by the number of decisional alternatives available to the 
practitioner (e.g. {treat, do not treat} versus {treat, more tests, do not treat}). 
The point is that neither partition is normatively preferable to the other, but each 
yields a different decision. It is not hard to find similar examples in policing. 
Consider evaluating the likelihood that a suspect in a homicide case is guilty if 
the partition is {murder, accident} versus {murder 1, murder 2, manslaughter, 
negligence, accident}. 

A general consequence of partitioning is that, not only can the modification of a 
partition alter decisions, it can also alter the relationship between the decision-
maker’s preferences and her/his standards of evidence. It has implications for 
the work of police, for example in the collection of evidence and proof of guilt 
in courtroom trials. In the context of legal standards of proof, Connolly (1987) 
points out that for many people the threshold probability of guilt associated with 
the phrase ‘beyond reasonable doubt’ is in the [.9, 1] range. That is, most people 
would return a conviction only if they were persuaded that the suspect had at 
least a 90% chance of having committed the crime. For a logically consistent 
juror, a threshold probability of .9 implies the difference between the subjective 
value of acquitting versus convicting the innocent, is 9 times the difference in 
the subjective value of convicting versus acquitting the guilty. 

Connolly demonstrates that the relative valuations of the four possible outcomes 
(convicting the guilty, acquitting the innocent, convicting the innocent, and 
acquitting the guilty) that are compatible with such a high threshold probability 
are counterintuitive. Specifically, ‘… if one does [want to have a threshold of .9], 
one must be prepared to hold the acquittal of the guilty as highly desirable, at 
least in comparison to the other available outcomes’ (Connolly 1987, p. 111). He 
also shows that more intuitively reasonable valuations lead to unacceptably low 
threshold probabilities according to most people’s interpretations of ‘beyond 
reasonable doubt’. 

So, the higher the standard of proof, the more likely guilty suspects will be 
acquitted. Smithson (2006) shows that the incorporation of a third middle option 
(such as the Scottish Not Proven verdict) with a suitable threshold can resolve this 
quandary, permitting a rational agent (i.e. one whose valuations of outcomes are 
compatible with their standards of proof) to retain a high conviction threshold 
and still regard false acquittals as negatively as false convictions. 

However, the price paid for this solution is a more stringent standard of proof 
for outright acquittal, in other words, it is harder for someone to be acquitted 
outright. In a series of empirical studies of mock-juror decision-making in which 
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a Not Proven alternative was made available, Smithson, Deady and Gracik (2007) 
found that those who returned a Guilty verdict believed the suspect was very 
likely to have committed the crime, those returning an Acquittal believed the 
suspect was very unlikely to have done so, and those returning a Not Proven 
verdict gave probabilities of guilt in the middle of the scale. In fact, the Not 
Proven probabilities were within the range where a rational agent utilising a 
high threshold for conviction would return a Not Proven verdict. 

So, as in the medical example, the choice of partition (i.e. having 3 options rather 
than 2) alters the decisional outcomes. Contrary to a widely held view that the 
Not Proven alternative would result in a decrease in convictions, Smithson and 
colleagues found that it resulted in a decrease in outright acquittals. Note that 
this effect is not due to irrationality on the part of the participants in their 
study; indeed, a rational decision-maker would do the same. 

An even worse problem in some respects arises from the fact that our probability 
judgments are partition-dependent (Fox & Rottenstreich 2003). To begin with, 
the 1/K rule does not distinguish between a judge who has strong reasons for 
believing that the K outcomes are equally likely and a judge who does not have 
a clue. An experienced bookie might assign probabilities of 1/3 to each of the 
dogs in our three-dog race because he has reviewed each of the dog’s previous 
form in great detail and knows they are evenly matched. But his probabilities 
are indistinguishable from the punter who has no knowledge about any of the 
dogs and assigns 1/3 through the aforementioned principle of insufficient reason 
(a probability of 1/K is assigned to K mutually exclusive possible events when 
nothing is known about the likelihood of those events). The bookie knows quite 
well what probabilities to assign. The punter has no idea what probabilities to 
assign. 

This problem has practical consequences when not all the outcomes are known 
about in advance. A seminal study by Fischhoff, Slovic, and Lichtenstein (1978) 
concerning people’s assignments of probabilities to possible causes of a given 
outcome (e.g. an automobile that will not start) revealed that possible causes 
that were explicitly listed received higher probabilities than when the same 
causes were implicitly incorporated into a ‘Catch-All’ category of additional 
causes (see Table 2 for an example; List 2 uses the Catch-All category ‘Other’). 
One explanation proposed for this effect amounts to the old proverb ‘Out of 
sight, out of mind’, and the effect has since been referred to as the ‘Catch-All 
Underestimation Bias’ and also sometimes the ‘pruning bias’ (Russo & Kolzow 
1994).
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Table 2: Fault lists for automobile
List 1 List 2

Out of petrol Out of petrol

Dirty spark plugs Dirty spark plugs

Flat battery Other 

Fuel leak

Out of oil

Motor seized

…

Why is this problematic for decision-makers or planners? In many real-world 
situations we do not know what all of the possible outcomes are. If we are 
estimating the probability of these outcomes, we therefore have to employ 
a Catch-All category for the ones we do not yet know about. The Catch-All 
Underestimation Bias implies that we will not allocate enough probability to 
the Catch-All, and thus will underestimate the probability of novel, unexpected 
events. Therefore, we are likely to be unprepared for these surprises when they 
occur. 

In a more general vein, Support Theory (Rottenstreich & Tversky 1997) is a 
framework that begins with the claim that people do not follow the logic of 
conventional probability theory. Instead, unpacking a compound event (e.g. 
cancer) into disjoint components (e.g. breast cancer, lung cancer, bone cancer 
etc.) tends to increase the perceived likelihood of that event. An immediate 
implication is that unpacking an hypothesis and/or repacking its complement 
will increase the judged likelihood of that hypothesis. Human judges are not 
behaving according to probability theory here, but what are they doing instead? 
One explanation is that they intuitively evaluate the likelihood of a compound 
event by the number of ways they think that it can happen. The more distinct 

more likely that outcome seems.

Are there solutions to the partition-dependence problem? The most plausible 
answer lies in what seems the most arcane among the topics raised in the 
preceding section: generalised probability theories. Focusing on probability 
judgments, suppose we allow judges to use a lower and an upper probability 
estimate (i.e. a type of imprecise probability). A judge who has no idea about the 
probabilities of any of the outcomes (e.g. the ignorant punter at the dog races) 
can assign a lower probability of 0 and an upper probability of 1 to every one 
of them. That is, a set of probability assignments that does not depend on the 
number of outcomes. Moreover, this judge’s assignments will be distinguishable 

assignments (e.g. the experienced bookie who knows the dogs are equally 
matched and therefore assigns each a 1/3 chance of winning). 
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When is uncertainty reduction worthwhile?
The commonplace assumption that reducing unknowns will always aid decision-
making ignores the fact that reducing unknowns is not cost-free, nor does it 
always pay off. Perhaps the most obvious argument against this assumption 
begins with the observation that usually reducing ignorance or uncertainty 
requires acquiring and processing information. Information seeking and 
processing both cost time, effort and other resources. We should therefore 
ascertain, if possible, whether such expenditure is going to be worthwhile. I 
shall describe an example where uncertainty reduction arguably fails on this 
point due to the difficulty of obtaining accurate information on which to base 
a decision. 

Smithson and Muller (2009) examined how knowledge about the characteristics 
of missing persons who are found to be homicide victims can be used to provide 
guidance for decisions regarding the investigation of missing persons cases. 
They ask whether improved predictors of high risk missing persons cases will 
enable commanders to have a reasonably high probability of correctly deciding 
to allocate resources to these cases. The question posed by them is directly 
relevant to the concerns raised here. If the effort required to find or develop 
effective predictors for these cases is to pay off, it should result in commanders 
making correct decisions most of the time. If, on the other hand, too much 
effort is required for too little gain then seeking more effective predictors is not 
a viable course of action. 

Although the majority of missing persons are located quickly—in Victoria in 
2005–06, for example, 90% were located within seven days—some are found 
dead and may be homicide victims (James, Anderson, & Putt 2008). When a 
person has been reported missing, police consider issues such as whether the 
circumstances are suspicious, or there is evidence of the commission of a crime. 
A high risk case is assigned a high priority, and if the person is not found within 
a few hours, a more intensive follow-up investigation is commenced (James et 
al. 2008). So the decision in question here is whether to allocate the resources 
required for the more intensive investigation. That decision hinges on how the 
risks are assessed. 

In a large-scale UK study Newiss (2006) examined 32,705 cases of missing 
persons in the UK between 2000 and 2002, and determined that 0.6% were 
found dead, although not necessarily victims of homicide. An obvious 
recommendation is ascertaining the factors that may predict the likelihood of 
a missing person ending up dead and, conditional on death, being a homicide 
victim. These investigations could be combined with survival analysis of the 
kind employed by Newiss, to determine whether there is a relationship between 
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the length of time a person has gone missing and the likelihood that the person 
is a homicide victim. Newiss (2006), however, argues that the best available 
factors are unreliable predictors, at least for the purpose of decision-making. 

What is the basis of Newiss’ pessimism? Smithson and Muller (2009) show that 
the accuracy of any predictive model is strongly compromised by the sheer rarity 
of deaths among missing person cases. In particular, they demonstrate that even 
if the risk factors tell us that when there is a homicide, the probability that the 
factors are present is .99 and when there is no homicide the probability that 
the factors are absent is .99 (far better than can be obtained from the predictors 
identified by Newiss), the probability of a correct ‘diagnosis’ would be poor: the 
probability of a homicide given that the factors are present is only .376. Thus, if 
police decided to allocate more resources to cases where these risk factors were 
present they could expect to be wrong about 62% of the time. 

To get to the point where correct diagnosis was an even money bet (probability of 
a homicide given that the factors are present = .5) would require the probability 
of factors absent given no homicide to be .994. To move the probability of a 
correct diagnosis to .9 would require that latter probability to be .9993. 
Needless to say, these standards are unachievable: it is effectively impossible 
to get a criterion that is accurate enough to reliably inform a decision as to 
whether to investigate a missing person case as a homicide. Therefore, even 
when highly accurate diagnostic criteria are available for such decision-making, 
the most likely outcome is an ‘erroneous’ decision. The pursuit of more accurate 
diagnostic criteria in the name of guaranteeing correct decisions becomes 
pointless. 

When does more information increase 
uncertainty?
Coupled with the commonplace assumption that uncertainty reduction is an 
unalloyed good is another assumption that more information always will reduce 
uncertainty. More information does not always have this effect; it can do the 
opposite. I will describe four ways in which more information can increase 
uncertainty. The first two are fairly obvious, but the latter two are more 
counterintuitive and point to deeper philosophical issues with considerable 
practical impacts. 

Perhaps the most self-evident is when additional information results in 
conflicting assessments. Not only does more information raise uncertainty 
by introducing conflict, but people perceive the uncertainty arising from 
conflicting information as different from (and worse than) uncertainty arising 
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from probability or ambiguity (Smithson 1999). Moreover, if the conflict is due 
to disagreement among alternative sources then people tend to distrust all of 
those sources, not just the sources they regard as inferior to the best source. Even 
in mathematical decision theory frameworks, how best to combine information 
from disagreeing sources and base decisions on them remains an open question. 

Another more subtle way that more information can increase uncertainty is 
when the information is irrelevant. This issue crops up in areas where evidence 
is at a premium such as forensic science, but for the moment we will consider 
a simple stripped-down example. Suppose we have 80 cases where a go/no-go 
decision has been made on the basis of case characteristic A, and in 50 of those 
cases the decision turned out to be correct. Is characteristic A useful (i.e. does it 
perform better than flipping a coin)? The proportion of correct decisions is 50/80 
= .625 and a 95% confidence interval around this proportion is [.516, .723], so 
we should conclude that characteristic A probably is better than flipping a coin. 

But a critic points out that we also should take into account whether 
characteristic B is present or absent. To take B into account is to take on more 
information, therefore making a more informed decision. There is a downside, 
however. Characteristic B is present in 40 cases and absent in the other 40, and 
it turns out that B also splits the correct decisions equally, into two groups 
of 25 each. The proportion of correct decisions is still the same, regardless of 
whether B is present or absent. But if we consider the B-present cases separately 
from the B-absent ones, our 95% confidence interval widens because we are 
using smaller samples. The interval now is [.470, .758] and therefore includes 
a probability of .5, so we are unable to say whether the proportion of correct 
decisions taking characteristics A and B into account is any better than flipping 
a coin. 

Our uncertainty is greater because B is irrelevant. Suppose instead that when B 
is present there are 30 correct decisions out of 40 and when it is absent there are 
20 correct out of 40. Now B is relevant, and it also makes us more certain about 
when A is useful. When B is present the proportion of correct decisions is 30/40 
= .75 and the 95% confidence interval around that proportion is [.598, .858], 
whereas when B is absent the proportion is 20/40 = .5 and the 95% confidence 
interval is [.352, .648]. We conclude that A is useful when B is present but not 
when B is absent. Moreover, a 95% confidence interval around the difference 
between these proportions is [.038, .433], so we may conclude that they probably 
do differ. 

In the first example, if we knew in advance that B was irrelevant then we would 
not bother taking it into account. However, often we do not know beforehand 
whether information is going to be relevant. Moreover, people tend to take as 
an article of faith that any information is worth taking into account and, if more 
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information becomes available, people generally become more confident about 
their judgments or predictions regardless of whether the information is relevant 
or not. 

Lurking behind this example is a fundamental issue known by probabilists as 
the reference class problem. If we are to estimate the probability of an event or 
the risk associated with a case, what class of events or cases should we use? 
In current debates about the uses of DNA evidence, this problem has cropped 
up regarding the estimation of laboratory error-rates in DNA testing. Should 
we lump all laboratories together and estimate a common error-rate? If not, 
what characteristics of the laboratories should be taken into account? How far 
down into specifics should we go? If we ignore important distinctions among 
laboratories then we may be comparing apples with oranges, but if we make too 
many distinctions then we end up with vacuously imprecise estimates because 
we have too little data for each particular kind of laboratory. The trade-off 
between the diagnosticity of the characteristics and sample size is clear, but the 
basis for deciding on a reference class is not. 

A third way that more information can increase uncertainty is when the 
amount or complexity of the information overloads processing capacity. This 
is a common bugbear in intelligence work. Should the decision-maker consider 
ignoring information? If so, on what basis? Several studies suggest that experts 
actually use fewer cues than novices in making decisions when there is a lot of 
information or time pressure (e.g. Omodei et al. 2005). It would seem that part 
of their expertise resides in judgments about which information is irrelevant 
and can be ignored. In a rare investigation of how people deliberately ignore 
information, Kutsch and Hall (in press) utilised Smithson’s (1989) taxonomy in 
their study of IT project managers, and found that in addition to Smithson’s 
subcategories untopicality, undecidability, and taboo, a fourth kind of 
irrelevance reported by IT managers involved a perception of information as 
useless because it did not have an immediate effect on the project. 

Finally, reducing one uncertainty may increase another when they are closely 
coupled. Smithson and Muller (2009) present an example of this issue in their 
exploration of a decision concerning whether to put resources into improving 
police or court accuracy in homicide arrests and trials. They show that 
improving police accuracy in bringing truly guilty suspects before the courts 
has a trade-off, namely that increasing police accuracy decreases the proportion 
of convictions when the defendant is innocent but increases the proportion of 
acquittals where the defendant is guilty. 
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Choosing the right tool
Normative decision frameworks such as expected utility theory simultaneously 
require well-structured decisional tasks for them to be applicable and leave some 
of the most important aspects of those decisions to the decision-maker. If the task 
is ill-structured or even if there is more than one applicable analytical approach, 
the general framework outlined in this chapter can guide us in selecting the most 
appropriate approach. In this section we explore two instances of choosing the 
‘right tool’. The first is a relatively well-structured task, whereas in the second 
the problems are so ill-structured that none of the usual normative approaches 
can be applied. 

Smithson and Muller (2009) argue that the conventional statistical models 
for determining the characteristics that distinguish solved from unsolved 
homicides are of little use to decision-makers planning a homicide investigation, 
but another equally valid statistical method suits planning purposes reasonably 
well. 

Research into unsolved homicides typically focuses on whether there are any 
distinguishing characteristics shared by unsolved cases. The most powerful 
statistical technique for this purpose is logistic regression and its variants. 
The dependent variable is whether the case was solved or not, and the logistic 
regression model then predicts the likelihood that a case with particular 
characteristics ends up being cleared or not. 

The justification for this approach rests on the argument that if low-solvability 
cases are identified at the outset, the allocation of additional investigative 
resources and/or changes in the relevant characteristics that are malleable early 
in the investigation might increase the chance of solving those cases. However, 
from a commander’s viewpoint this justification sounds rather weak. First, what 
if there are no distinguishing case characteristics that can be changed? Second, 
the model does not actually tell us that throwing more resources into the 
investigation will increase the probability that the case is solved unless lack of 
resources is one of the factors predicting unsolvability. Third, by dichotomising 
solvability, logistic regression treats a ‘self-solver’ that was closed in one day no 
differently from a ‘whodunnit’ that took 5 years to close.

An approach that distinguishes between a one-day and five-year-long 
investigation is survival analysis (also known as ‘event history analysis’). 
Instead of predicting whether a case is solved or not, survival analysis 
predicts the proportion of cases remaining unsolved after a specific duration of 
investigation. ‘Survival’ is therefore the time it takes to close the case. Cases that 
are unsolved are treated as ‘censored’ in the sense that their survival times are 
unknown. Statistical models predicting the likelihood that a case is solved treat 
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a solved case that took one day and another that took three years as identical, 
whereas survival analysis distinguishes between them. Survival analysis draws 
strength from databases that have high clearance rates, unlike statistical models 
that predict solved versus unsolved cases. Indeed, the lower the percentage of 
censored (uncleared) cases, the better the resultant model.

Roberts (2007) and Lee (2005) use survival analysis to identify factors influencing 
the rate of homicide case clearance, but do not comment on its potential as an 
investigative planning and support tool. They do note, however, that survival 
analysis identifies a different set of predictors of solvability from those found via 
logistic regression. Survival analysis could be used to predict the length of time 
expected to solve a case, which clearly would help commanders in planning 
resource allocation. Indeed, survival analysis could be applied to resources 
other than time (e.g. accumulating expenditures). 

Although survival analysis has promise as a decision support tool for planning, 
its current usefulness is limited by a lack of appropriate data. Survival analysis 
requires a start and end date (or date of arrest or closure) for each case. At 
the time of writing, most major homicide datasets (the Australian National 
Homicide Monitoring Program database, the UK Home Office Homicide Index, 
the FBI’s Supplemental Homicide Report from the Uniform Crime Reports, and 
the Chicago Homicide Dataset) do not include the end date for cases. In any 
event, the main point of this example is that even in a relatively well-structured 
setting the choice of a technique can differ depending on whether our purpose 
is prediction or planning. 

Now let us turn to an example where the issue of what tools to use is more 
fundamental. ‘Near-miss’ incident reporting systems are widely used in the 
airline industry, and these reports are accumulated in large databases. Flight 
safety investigators are responsible for analysing incident reports and identifying 
any underlying risks. These personnel usually have engineering training and, 
given their brief, could be expected to rely on probabilistic risk assessment 
methods. However, as Macrae (2009) observes, flight safety investigators find 
that they cannot use probabilistic risk assessment, or even estimate probabilities 
in evaluating risks. 

Ironically, the main barrier to using probability is an insufficient number of 
actual crashes or serious incidents. Although the risks being managed include 
catastrophic risks such as an airliner crash, the vast majority of incidents report 
events that result in minor consequences. Literally half the requisite data are 
missing. As Macrae points out, the meaning for safety is often ambiguous in the 
sense that something went wrong but was corrected or contained. Moreover, 
while incidents may apparently belong to a common category, the relevant 
informational details often are unique and/or of poor quality. Small teams of 
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these investigators pore over several thousand reports of this kind per year. 
Thus, they work with what Macrae terms weak signals, ambiguous signs, and 
possible warnings of unknown risks. 

If the safety investigators are not doing probabilistic risk assessment, what are 
they doing instead? Macrae found that investigators utilise four interpretive 
strategies oriented toward revealing potential risks via signs of inadequacies or 
gaps in current knowledge:

1. identifying underlying patterns or common features of failure

2. drawing connections from incidents to safety issues, or to past major 
accidents

3. identifying discrepancies or inconsistencies in operational processes, or 
knowledge about those processes 

4. perceiving novel events, particularly events that current knowledge and 
models could not fully account for.

These strategies are backed by conservatively sceptical views that the state 
of knowledge is incomplete and fallible, that the information in the reports 
is incomplete and sometimes inaccurate, and that the investigator’s own 
perceptions and analyses are likely to be flawed. Thus, the investigators substitute 
probabilistic risk assessment with a preoccupation with the inevitability of 
ignorance, combined with a strong intolerance of it and a deeply risk-averse 
orientation. All three of these characteristics are adaptive responses, given the 
paucity of relevant data and the magnitude of the potential risks. 

Trade-offs and dilemmas
Ignorance and uncertainty underpin certain forms of social capital (Smithson 
2008a). Three examples are specialised knowledge, privacy, and trust. The first 
two exemplify multilaterally negotiated ignorance arrangements as opposed to 
unilateral ones such as secrecy or deceit. Trust is an example of social relations 
and modes of social conduct that mandate or even require toleration of partial 
ignorance. 

Specialisation is a social ignorance arrangement. Aside from its obvious basis 
in cognitive limitations and expanding knowledge bases, specialisation is an 
example of risk-spreading in three respects. First, no participant has to take 
on all of the risks of direct learning (versus vicarious learning which is less 
risky). Second, the risk of being ignorant about crucial matters is spread by 
diversifying ignorance. Third, the risks associated with the consequences of 
bearing knowledge (e.g. responsibility or culpability) also are diversified. 
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Likewise, privacy also is a socially mandated arrangement involving voluntarily 
imposed uncertainty and ignorance. Privacy often has been construed as control 
over access by others to information, mainly about the self. The most common 
motives for privacy are quite obvious, amounting to freedom from surveillance 
and exploitation. 

There is widespread agreement among scholars that trust carries with it some form 
of risk or vulnerability. An important component of that risk is a requirement 
that the truster remain partially ignorant about the trustee. Trust relationships 
(e.g. friendships) entail a specific kind of privacy. If a person believes another is 
monitoring them or insisting that they self-disclose or account for their actions, 
that person will infer that the other does not trust them. Trust relationships 
therefore require toleration of ignorance. 

Because ignorance and uncertainty underpin some kinds of social capital, 
it follows that dealing with ignorance or uncertainty may involve trading 
away social capital. This trade-off merits careful thought but often simply is 
overlooked in the rush to regulate uncertainty out of existence. 

For example, the classical frameworks for management science during the 
1950s and 1960s advised managers to eliminate or absorb uncertainty. The 
most popular remedies included buffering, smoothing, forecasting, and various 
forms of strategic planning. These remedies primarily amounted to formulating 
plans and regulatory policies to reduce or banish uncertainty. Most of these 
organisational approaches for dealing with uncertainty could be summed up in 
the phrase ‘uncertainty avoidance’. In addition to protecting the organisation, 
motives for avoiding uncertainty included maintaining control and avoiding 
discreditation, adverse publicity, or controversy. 

The 1970s and 1980s saw a somewhat more tolerant view of uncertainty arise 
in this literature. Evidence began to emerge that not all managers are risk-
averse, with some strategically selecting uncertain environments in which they 
can gain a competitive edge or scope for entrepreneurship. Likewise, critics 
of conventional command-control and regulation practices pointed out that 
tolerance of ignorance and uncertainty has potential benefits for organisations, 
in the form of a local culture of innovation and entrepreneurship, as well as 
realising the kinds of social capital mentioned earlier. 

So, dealing with ignorance and uncertainty is a mixed-motive enterprise, 
involving trade-offs. Humans both want and do not want unknowns. Consider 
risk orientation. The same person can be risk-averse in one setting and risk-
seeking in another. Prospect Theory (Kahneman & Tversky 1979) posits that 
people are risk-averse when they stand to gain something and risk-seeking if 
they stand to lose something. Regulatory Focus Theory (Higgins 1998), on the 
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other hand, states that people focused on preventing an event will be risk-
averse and those focused on making something happen (promotion of an event) 
will be risk-seeking. Both theories have considerable empirical support. Thus, 
in real-world settings where decision-makers must contemplate a mixture of 
possible gains and losses and prospects of both prevention and promotion, risk 
orientation will be pushed and pulled by trade-offs between these two pairs of 
opponent concerns. 

For gaining an appreciation of the mixed-motive nature of engagement with 
ignorance and uncertainty, there is no substitute for examining some examples 
of real-world trade-offs and dilemmas that arise from dealing with ignorance in 
real environments (Smithson 1989): 

• ‘Collingridge’s Dilemma’ actually is a trade-off. The less well-entrenched a 
system is and the shorter the time it has been operating, the more easily and 
inexpensively it can be changed; but the greater is our ignorance of its likely 
effects or problems. By the time ignorance of those effects has been reduced, 
it is too expensive and difficult to change the system. In this trade-off, time 
is both knowledge and money.

• The ‘info-glut’ dilemma is a genuine dilemma of the common-pool resource 
kind. Any stakeholder with an educational or persuasive interest will 
wish to broadcast its message in a public forum. Too many messages in an 
unregulated forum, however, may result in the public tuning out messages 
altogether. The scarce resource in this case is not information or knowledge, 
but attention.

• ‘Mattera’s Dilemma’ is an example of a conundrum in social regulation that 
has both trade-off and dilemmatic components. The trade-off arises from 
the fact that a regulatory climate favouring creativity and entrepreneurship 
requires the toleration of ignorance in the service of freedom. Insistence on 
full knowledge and control eliminates the latitude needed for creativity and 
entrepreneurship. The dilemmatic component arises from the fact that the 
greater the attempts to regulate behaviour, the more reactive people become 
and the more they attempt to generate ignorance in the would-be controllers 
by withholding information or giving false information. If both parties 
pursue their self-interests then the end result is a system of constraints and 
controls built on disinformation.

• The ‘indemnity’ dilemma is a mixture of a collective trade-off and a public 
goods dilemma. Play, games, fun, volunteering, and various other public 
goods require at least some risk-taking. However, a risk-averse public, aided 
by opportunistic lawyers and profit-oriented insurers, can create a litigious 
market in which public goods like fun and voluntarism are unaffordable or 
simply outlawed.
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Choosing frameworks
Can one framework suit everyone? In concluding their extensive review 
of prescriptive theories of decision-making, Kleindorfer, Kunreuther and 
Schoemaker (1993, p. 209) found themselves wanting to construct a ‘meta-
theory of prescriptive choice’. Their hope was that by describing the nature of 
the decisional problem and the resources available, the decision-maker could 
select an appropriate decisional method. In Smithson (in press), I argue along 
similar lines that certain methods of studying ignorance suit particular topics 
and questions better than others, and that it may be possible to choose such 
methods in an informed manner. 

The meta-theory of Kleindorfer and colleagues has two dimensions: informational 
complexity and values complexity. They view these as being traded off against 
one another by prescriptive decision-making frameworks, in some ways 
resembling the trade-offs and dilemmas discussed in the preceding section. At 
one extreme, expected utility theory and many other forms of mathematical 
modelling leave values questions aside entirely and deal exclusively with 
information processing. At the other, religious and ideological fundamentalisms 
focus exclusively on non-negotiable beliefs, values, duties and entitlements as 
moral guides to decisions. 

The meta-theory of Kleindorfer and colleagues may be simplistic, but it homes 
in on perhaps the crucial issue regarding the uses of frameworks for dealing 
with ignorance and uncertainty: What do we want the framework to do for us? 
Do we want it for predicting, or understanding and explaining, or justifying, 
or planning, or what? Tetlock (2002) compares four ‘templates’ of the decision-
maker on these terms. He dissects the differences in priorities, goals, and methods 
across the decision-maker as an intuitive scientist, intuitive politician, intuitive 
prosecutor, and intuitive theologian. His take-home message is that there are 
incompatibilities between these templates and, therefore, no single approach 
is going to work for all of them. The ‘scientist’ is most concerned with truth-
tracking, the ‘politician’ with accountability to constituents, the ‘prosecutor’ 
with the ground rules for accountability, and the ‘theologian’ with protecting 
fundamental values or ideals. 

Tetlock’s analysis could be applied to any of the topics and examples discussed in 
this chapter. Consider, for instance, the quandary of the commander faced with 
the missing person as potential homicide victim. The conclusion reached was 
that the pursuit of more accurate predictors of missing persons at risk of being 
homicide victims in the name of guaranteeing correct decisions is pointless (note 
the points of emphasis). This does not mean, of course, that the pursuit of more 
accurate predictors of at-risk missing persons is pointless for other purposes. 
From a scientific or perhaps a certain ideological viewpoint, this pursuit might 
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be intrinsically valuable. Likewise, for the commander-cum-politician wishing 
to be seen to be doing their utmost to identify at-risk cases, endorsing the search 
for better predictors could be useful for legitimacy. Nonetheless, that search 
will not suit a commander who wants it to deliver a better-than-50% chance of 
making the right decision.

How, then, might practitioners set about deciding what to do about ignorance 
and uncertainty? In the absence of a comprehensive meta-theory (an exercise 
well beyond the scope of this chapter), I can at best offer some guiding points 
based on what we have covered here: 

• What kinds of unknowns are involved? Do stakeholders disagree about 
their nature? Are any of the unknowns due to taboos or other kinds of 
proscription?

• Which unknowns can be compared with one another, quantified and/or 
measured? Which, if any, translate into risks? Which constitute options or 
‘room to move?’

• What are the decision-maker’s primary goals and concerns? Do they fit one 
or more of Tetlock’s templates? 

• Which unknowns are irreducible? Which cannot be banished? 

• If unknowns are reducible, are they worth reducing and if so, by what 
means? 

• Will reducing an unknown increase or generate others? 

• What uses can the unknowns be put to, and by whom? Will reducing them 
destroy social capital or close off potentially valuable opportunities? 

The overall guiding idea, then, is before undertaking a ‘risk assessment’, a 
decision-maker may need to embark on an ‘ignorance assessment’. While there 
is no sure recipe for decision-making under ignorance or profound uncertainty, 
the framework presented here enables a decision-maker to build a reasonably 
coherent and structured understanding of the unknowns at hand and what 
needs to be considered in dealing with them. 
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