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Introduction
Policing is highly political. What is defined as crime in legislation and how crimes 
are depicted are essentially political decisions. Similarly, the priority given to 
the detection and prosecution of various crimes and the resources devoted to 
those tasks are dependent on the perceptions that politicians and their advisers 
have of the risks to the public—and to their own political futures—posed by 
those crimes. These assessments are not necessarily dispassionate appraisals of 
the actual risks posed and can be seriously distorted by moral panics and fear 
campaigns. 

I canvass the key issues in the psychology of uncertainty and risk assessment 
as a prelude to exploring the ways in which fear can be manufactured out of 
uncertainty and how this relates to the politicisation of crime.

Politics and uncertainty
Since we cannot see around the bend of time, except in our imaginations, 
uncertainty is inherent in everything we do; it pervades the mundane and the 
extraordinary, the personal and the political. Intrinsic to our psychology are 
strategies to deal with this uncertainty, since our survival depends on being able 
to reasonably anticipate what will happen next—to predict the actions of others 
in a changing environment and to make reasonably accurate judgments about 
the likely effects of our own actions. We cannot know at any moment precisely 
what the next will look like, although much of the time our predictions about 
what to expect are reasonably accurate. 

The rest of the time, especially when we step outside the routines of daily life, 
our ability to anticipate events is less than perfect, particularly when we try 
to understand and foresee events well into the future. As Downs (1957, cited 
in Burden 2003, p. 7) has said, ‘uncertainty is so basic to human life that it 
influences the structure of every social institution’, and that includes political 
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institutions. Some of those institutions are built to reduce uncertainty (e.g. 
bureaus of meteorology); others to reduce the impact of future destructive, 
unavoidable events (e.g. insurance).

The decisions of politics, whether they are about which policies are likely to 
produce desired outcomes or which political messages will appeal to voters, 
really amount to a series of experiments, conducted without a very substantial 
evidence base. They are experiments in which the ‘stimuli’ are generally more 
ambiguous than they are in our daily lives and over which we have even less 
control. Let us compare the personal decisions we make in buying a car, with 
those governments make in buying defence equipment, for example. 

Generally speaking, the more information we have, the more confident we are 
that our expectations about the future are accurate; uncertainty is lessened. 
We take for granted the volume of evidence we have at our fingertips when 
making a decision, for example, like buying a new car. In that case we generally 
use a combination of our own driving experience, comparative advertising, 
motoring reviews, and word of mouth testimony from friends and colleagues. 
We may also convince ourselves that, in making our decision, we are logically 
assessing possible choices against carefully selected criteria, including price, 
comfort, fuel consumption, safety, resale value, appearance and speed. On the 
other hand, choosing defence equipment for a nation is of an entirely different 
order. As has been shown several times in recent Australian history, only a 
few military experts have the requisite knowledge for such a task and even 
they are constrained by the reality that the performance of new weaponry and 
equipment is uncertain and cost-benefit comparisons are difficult because of a 
lack of precise information. Mistakes are almost inevitable. And politicians like 
to avoid making mistakes—or at least, being seen to make mistakes.

It is uncertainty that makes political decisions something of a lottery and 
one of the reasons that politics is so challenging. As one observer put it, ‘the 
necessity of decision-making makes uncertainty important…the ubiquity of 
uncertainty in decision making makes choosing difficult’ (Burden 2003, p. 6). It 
is my experience that politicians and those associated with the political process 
become activists precisely because they are strongly motivated to reduce 
uncertainty through problem-solving. 

With uncertainty comes risk; the risk of making the wrong projections, of 
missing important and even critical developments; the risk of misreading the 
unfolding landscape and implementing policies which have unlooked for or 
even harmful effects. One of the problems is that we humans make significant 
mistakes in trying to predict the likelihood that certain risky events will occur 
and, therefore, in designing strategies to mitigate risk commensurate with the 
actual risk posed. For example, while we can make probabilistic statements 
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about the likely state of the world economy in 2020, nobody really knows what 
will be happening then or what policy makers will be doing in response. Just 
as almost no one in the game of economic prognosis saw the 2008–09 global 
financial crisis coming. And no one really comments on this failure.

Risk perception
As risk analyst Bruce Schneier (2008) has pointed out, our problem is that our 
brains evolved to handle ‘the sorts of risk management decisions endemic to 
living in small family groups in the East African highlands in 100,000 BC’, 
and not to living in modern societies. ‘We make systematic risk management 
mistakes – miscalculating the probability of rare events, reacting more to stories 
than data, responding to the feeling of security rather than reality, and making 
decisions based on irrelevant context.’

There is now a substantial literature on the psychology of risk perception which 
needs to be taken into account in any analysis of uncertainty; it applies as much 
to politicians and policy makers as to anyone else. It exposes the systematic 
errors of reasoning which make it difficult for us to behave entirely rationally 
in the face of uncertainty. Perceptions of risk are influenced by emotion as 
much as by more analytic processes and depend, at least, in part on learned 
associations. For example, fear —arguably the most powerful of our emotions—
is a genetically programmed, natural response to being threatened. But we also 
learn what to fear and can be conditioned by association to respond fearfully 
to events that are not, in themselves, dangerous, or not as dangerous as our 
reactions might suggest. 

The analytic processes of risk assessment, while governed by more logical 
processes, are also susceptible to errors of reasoning which result from 
systematic biases and the employment of various rules of thumb (heuristics; see 
also the chapter by Mark Kebbell, Damon Muller and Kirsty Martin 2010). Our 
actuarial skills are pretty fast—but imprecise. In seeking to explain why people 
exaggerate or underestimate risks, researchers have examined how we employ 
these ‘rules of thumb’ to enable us to make decisions with reasonable economy 
and to make sense of our environment; they have measured how they influence 
the way we judge and respond to what is going on around us. 

For example, if we can easily remember or have vivid images of certain events 
(availability), we will judge them as more of a risk than others for which we 
lack such images—a particular problem when judging the likelihood of being 
a crime victim, since our media are saturated with images of high impact, low 
frequency crimes. Because the media give prominence to the most horrific 
incidents of murder and rape, the public come to believe that these rare events 
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are much more common than they are. This tendency is amplified by the use of 
devices like ‘crime clocks’ which calculate the number of rapes or murders per 
minute, taking no account of population changes. 

One study showed that when people were asked about an illness which was 
‘becoming increasingly prevalent’ they were more likely to believe that they 
would get the disease when the symptoms described were concrete and easy to 
imagine (Sherman et al. 1985). Events that could affect us, which we can readily 
imagine and which occur in the near future, are judged more risky. 

When strong emotions are involved, people are inclined to ignore the fact that an 
event is highly unlikely. Again empirical research illustrates this phenomenon. 
In one study (Sunstein 2002), people were asked how much they would pay to 
eliminate cancer risks ranging from one in a million to one in 100,000. Some of 
the participants were given descriptions of the cancer as gruesome and intensely 
painful. The statistical risk mattered less than the vividness of the description 
in influencing the payment they were willing to make. 

Research in a variety of settings also confirms the human tendency to discount 
the future: we generally prefer to take actions which confer lesser benefits 
now than those which give us greater benefits in the future. This attribute is 
obviously pertinent when trying to persuade people to take preventive action 
which may not have immediate rewards. Given the added influence of short 
electoral cycles, it is not surprising that we often see such discounting at play 
in policy decisions. Discounting is greatest when the future is distant and 
uncertain and when intergenerational distribution is involved, as it is with 
crime prevention, for example. 

Of particular relevance here, is the fact that numerous studies in a variety of 
settings show that the way an issue is framed can markedly influence how 
people judge risk and what they are prepared to do to avoid that risk. For 
instance, investigations of people’s reactions to the risks from various medical 
procedures, show that people react very differently to the information that 
‘ninety in one hundred are alive’ than to the statement that ‘ten in one hundred 
are dead’. In the former case they are more willing to undergo the procedure; in 
the latter case, they will not—the word ‘dead’ appears to have a special power! 
And physicians are equally prone to the error (Slovic 2000). 

The power of fear
Uncertainty is fraught with emotional meaning and easily morphs into 
fearfulness. Our times have often been described as ‘fearful’ (Siegel 2005). Select 
any day’s newspaper and TV headlines and it is clear that fear is pumped into 
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our homes and workplaces every day. The media are saturated with apocalyptic 
warnings about crime, drugs, exotic diseases, global financial crises, threats to 
our way of life. The media exaggerate the risks we actually face and clamour 
for an instant response, especially from government, to threats that may never 
materialise. Health and crime risks in particular are often distorted. And 
politicians often join in. 

In reality, the developed world has never been safer. Life expectancy in 
Australia is 40% longer in 2000 than it was in 1900. Childhood mortality has 
declined dramatically. We are better able to prevent and cure diseases than 
at any time in our history. Civil strife is rare and the murder rate is low by 
international standards and unchanged for over a century. We actually confront 
fewer threats to our safety than our grandparents did. There are serious threats 
to our planet—think climate change and pollution—but, interestingly, these 
appear to have far less traction than the threat of terrorism which actually poses 
a vanishingly small risk to the average person in the developed world. 

Yet people often behave as if their lives were becoming more and more dangerous 
necessitating greater protection by the state; they personalise rather than 
calculate objective risks, exaggerating their vulnerability—frightened of their 
children being abducted if they step outside the front door; spending a small 
fortune on locks and alarms; allowing basic freedoms to be eroded because of 
the fear of terrorism and accepting accelerating intrusions into their privacy. 

And some politicians are unable to resist using such fear as a political tactic. 
Historically, politicians of all persuasions have used fear as a technique for 
‘stampeding’ citizens into supporting them and their policies. As HL Mencken 
(1922) once put it:

The whole aim of practical politics is to keep the populace alarmed (and 
hence clamorous to be led to safety) by menacing it with an endless series of 
hobgoblins, all of them imaginary.

While, I would not go that far, more than a few of our leaders appear to have 
endorsed Hobbes’ view that having control over human fears is a precondition 
for holding power; that we must place our trust in strong leaders to deliver us 
from insecurity, or otherwise face violence and social chaos devoid of human 
cooperation (Hobbes 2007). There are many politicians who are quick to alarm 
people about dangers they are unlikely ever to confront, seizing any opportunity 
to portray themselves as protectors. 
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Penal populism
The last few decades have seen a sustained fear campaign on law and order, 
with the result that people now have wildly exaggerated perceptions of the 
risks of assault, murder, child abuse and robbery. Inevitably, this campaign has 
distorted law and justice policies and misdirected public expenditure (Garland 
2001). 

Politicians and media populists are expert in using fear to exercise control and 
ratchet up their approval ratings. And big sections of the community have 
responded. What may have initially been justified as a response to public 
opinion, comes to shape it. The evocation of such fear appears to serve the two 
ends: as a means for political leaders to pursue specific political goals and as a 
threat to those who appear to challenge their power and status. In either case, 
the use of such fear may represent an intentional strategy to exploit public 
anxiety about crime and cultivate public resentment toward offenders or it 
may be a response to what is assumed to be public opinion—‘doing what the 
community wants’. 

Politicians often face a dilemma—you either promise what people want, even 
when their fears are not well based, and get yourself elected, or promise them 
what they really need, and start looking for a new job. Peter Schieder, President 
of the Parliamentary Assembly of the Council of Europe argued in 2003: ‘it is 
the nature of the reaction (to fear in the community) that distinguishes a true 
representative of the people from a populist manipulator’ (Schieder 2003). 

These campaigns can seriously warp public policy priorities. Criminal justice 
budgets are growing at the expense of other public expenditure that could 
make a difference to crime rates. It is obvious that scaring people about the risk 
of them becoming the victims of crime will make them clamour for more and 
better resources for law enforcement agencies rather than for policies which 
might reduce crime in the long run. 

Crime is one of those topics, as Altheide (2003) observes, where the repeated 
association with fear eventually means that simply to mention crime is to elicit 
fear. The fear is not just of the criminal acts—rape, murder, assault, burglary—
but of social disintegration. Crime fear messages often carry the inference that 
‘enemies within’ are intent on undermining our way of life. 

The constant use of fear in communication about crime is part of a wider 
practice which pervades much popular culture and political debate. Fear and 
threat are pervasive elements in our entertainment and in the messages that 
shape our daily lives. Uncertainty and risk have become emotionally loaded 
terms. Research in the US has shown that the use of fear in the news media—in 
headlines and text—nearly doubled over the 20 years to 1994 (Altheide 2003). 
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Similar data from Australia have not, as far as I can discern, been collected. 
However, there are times when news bulletins appear to consist of nothing but 
crime stories. Under this sort of barrage, we develop the expectation that crime 
is a normal part of our lives. As Ferarro (1995) suggests, the major impact of 
the discourse of fear is to cultivate a sense of disorder and a belief that ‘things 
are out of control’. Terror Management Theory (Pyszczynski 2004) tells us that 
when people believe they are being threatened, their disposition toward others 
becomes more hostile and they are more likely to see themselves as victims.

Since at least the mid 1980s, law and order politics (including ‘the war on terror’) 
have played a leading role in elections in Australia. Over time, the two major 
parties have converged on the position that we are under siege from burgeoning 
crime, that much more needs to done to combat crime and that the best remedies 
for dealing with crime are to employ more police, arm them with greater powers 
and punish offenders more harshly. This formula is not unique to Australia and 
has been embraced in varying degrees by much of the developed world. It has 
also been singularly ineffective.

What is going on here?
We cannot be entirely certain, but what we do know is that these ‘tough on 
crime’ policies are not a response to an escalating crime problem and cannot 
be justified by appealing to public attitudes toward punishment, which are not 
as enthusiastic as some of the ‘shock jocks’ (i.e. radio announcers who espouse 
extreme inflammatory views) would have us believe (Roberts et al. 2003). It is 
much more about ideology and political opportunism.

As Nicholas Cowdery (2002) put it:

Law and order is an easy thing for politicians to push. It makes them sound 
tough (and sounding tough is attractive to those voters who live in fear of 
crime and in ignorance of the causes and proper control of crime); it makes 
them sound powerful – as if they actually have the power to do something 
about crime; it is easy – it requires no detailed research, analysis, planning 
or even thought; it is instantaneous; and it is comparatively cheap.

None of that makes it right; or even responsible politics. There are very 
few lasting benefits of such an approach - and a lot of costs not necessarily 
confined to dollars.

As a result, it is rare today to hear statements about crime which attempt to 
unpick the power and resource differentials which are at play in the development 
of ideas about crime and the construction of criminal careers. It is deeply 
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unfashionable, for example, to even speculate that the way we respond to crime 
may have as much to do with our conceptions of society as with the individual 
characteristics of the person who ends up in gaol. Yet, there is a very neat fit 
between the assumption that social position is entirely the result of a person’s 
own effort and endeavour and the view that crime is the result of individual 
pathology. 

By stripping crime of its social and economic context, such as race, poverty, 
mental illness and powerlessness, crime becomes a matter of perverse, individual 
‘choice’; it also becomes less amenable to understanding. And what you cannot 
understand is likely to make you afraid. Ignorant people are more susceptible to 
fear campaigns which promise to protect them from malevolent forces. 

No recent government in Australia has been exempt from the charge of exploiting 
the community’s fears about crime and all levels of government have attempted 
to exploit such fear for political advantage. For example, in the lead up to the 
1998 election, the then Prime Minister raised the law and order issue (usually 
the province of the states), calling for harsher punishments and accusing judges 
of being ‘soft’ on crime. In New South Wales, former Premier Carr adopted 
a punitive rhetoric saying, amongst other things that drug traffickers would 
‘die in jail’. It has also become commonplace for politicians to line up at press 
conferences with senior police at their sides, presumably to give them—the 
politicians that is—greater credibility.

Over the last decade or more, a veritable fever of penal ‘reform’ gripped the state 
governments, usually in the heat of election ‘auctions’ designed to demonstrate 
that the purveyors of the policies were definitely not ‘soft’ on crime. Ministers 
under attack from the Opposition or vocal critics appeared to believe they had 
no option but to ‘talk tough’; that unless they made compromises to ‘penal 
populism’ (Roberts et al. 2003), they would lose power and, with it, the chance 
to make beneficial changes to the system.

Bizarrely, even those in government have ‘run against the state’, alleging that 
judges, magistrates and parole boards are too lenient and that the existing laws 
are inadequate to deal with ‘burgeoning’ crime. This may have contributed to a 
worrying lack of public confidence in the courts and the legal system (Indermaur 
& Roberts 2005). Inevitably, in pushing for a more vengeful and punitive 
approach to lawbreaking, ‘law and order’ politicians also pit themselves against 
criminologists and social scientists who advocate a more nuanced and analytical 
approach to law and justice. 
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The key elements of the construction of a ‘crime wave’ appear to be: a sustained 
scare campaign by the media targeting marginalised ‘others’; an hysterical 
public (and Opposition) response; a tragic trigger event and panic by the 
political leaders resulting in ineffective and even counterproductive legislation. 

We saw many of these characteristics on show when the Northern Territory 
‘intervention’ was announced (Lawrence 2008). The focus quickly shifted from 
child abuse, most of which occurs within families, to the responsible Minister’s 
claims that ‘paedophile rings’ were operating in the Northern Territory. Such a 
fear slotted neatly into one of our society’s currently exaggerated fears: the risk 
to our children of being abused (and abducted) by paedophiles. A subsequent 
investigation by the Australian Crime Commission found no evidence of organised 
paedophilia in Northern Territory indigenous communities (McKenzie 2009). 
The Minister’s overreaction led to public alarm and the conduct of an 18-month 
multimillion-dollar investigation which diverted energy and resources from the 
Commission’s specialised task of dealing with organised crime. 

Because several cases before the courts were compromised by public panic, 
some members of the legal profession felt compelled to warn that if politicians 
and the media did not stop interfering in court cases involving paedophiles, 
more cases would be dropped and criminals would walk free. In fact, a Brisbane 
judge dismissed charges against a notorious paedophile partly on account of 
intense publicity which he said prevented a fair trial. The hysteria surrounding 
that decision saw a Queensland magistrate suppress the name of a man on child 
pornography charges a few days later for fear of a similar media frenzy (The 
World Today 2008). Such moral panics do not serve the community—or law 
enforcement—well.

As well as its directly distorting effects on criminal justice policy, disproportionate 
fear of crime causes great distress and harm to many in the community. Excessive 
fear may lead people to so constrain their lives that it may be said that it effectively 
imprisons them (House Standing Committee on Legal and Constitutional Affairs 
2004); they withdraw from the community, curtailing their exposure to what 
they regard as risky environments. Older women are particularly likely to stay 
at home, avoid public transport and spend large sums on security measures. The 
tragedy is as people’s daily lives become more ‘armoured’, the more the sense of 
threat and disorder is reinforced.

Another result of nearly two decades of unrelenting ‘law and order’ campaigns 
is that we are far too ready to gaol people rather than to seek other forms of 
sentencing. Too many politicians have been seduced into implementing costly 
and ineffective policies; they have enacted policies which are based primarily on 
their anticipated popularity rather than their effectiveness. We are, as a result, 
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in the grip of a ‘penal arms race’, with each party offering tougher and tougher 
measures and little discernible public or political opposition to inflated criminal 
justice spending or to increasingly punitive sanctions. 

There is substantial evidence, here and elsewhere, that prison, rather than 
reducing the chance of re-offending, actually makes it more likely. Conversely, 
community based sentences result in lower re-conviction rates. A review 
by the Canadian Solicitor General’s office of 111 studies which looked at the 
relationship between various punishments and repeat offending concluded that 
‘harsher criminal justice sanctions had no deterrent effects on recidivism’ and 
that ‘compared to community sanctions, imprisonment was associated with an 
increase in recidivism’. Furthermore, the longer the sentence, the more likely 
the prisoner was to re-offend. He concluded that ‘criminal justice policies that 
are based on the belief that “getting tough” on crime will reduce recidivism are 
without empirical support’ (Public Safety Canada 2002). 

Conclusion
At a time when it appears that conventional political ideologies fail to inspire, 
politicians appear to have succumbed to the temptation to employ the politics of 
fear as a way of buttressing their power and authority. The apparent expectation 
is that the desire for security will substitute for other more expansive political 
aspirations which might guide public policy. 

This chapter draws on and updates a more extensive treatment of this topic in 
presentations made as the Fourth Freilich Foundation Eminent Lecturer in 2005, 
see http://www.anu.edu.au/hrc/freilich/events/archive/lawerence/lawrence.php

References
Altheide, DL 2003, ‘Notes towards a politics of fear’, Journal for Crime, Conflict 

and the Media, vol. 1, no. 1, pp. 37–54. 

Burden, BC 2003, ‘Introduction: everything but death and taxes: uncertainty 
in American politics’, in BC Burden (ed.), Uncertainty in American politics, 
Cambridge University Press, UK, pp. 3–24.

Cowdery, N 2002, ‘Tabloids and talkback have mugged sensible crime 
debate’, The Age, 3 October, <http://australianpolitics.com/words/daily/
archives/00000075.shtml> (accessed 26 January 2010).



Politics

125

Ferraro, K 1995, Fear of crime: interpreting victimization risk, State University 
Press, Albany, NY.

Garland, D 2001, The culture of control: crime and social order in contemporary 
society, Oxford University Press, Oxford.

Hobbes, T 2007 (1651), Leviathan, web edn, ebooks@Adelaide, Australia, 
<http://etext.library.adelaide.edu.au/h/hobbes/thomas/h68l/complete.
html> (accessed 22 January 2010). 

House Standing Committee on Legal and Constitutional Affairs 2004, Report of 
the inquiry into crime in the community: victims, offenders, and fear of crime, 
August, Parliament of Australia, Canberra,<http://www.aph.gov.au/house/
committee/laca/crimeinthecommunity/report.htm> (accessed 23 January 
2010).

Indermaur, D & Roberts, L 2005, ‘Finding alternatives to imprisonment: drug 
courts in Australia’, Reform, vol. 86, pp. 28–32.

Kebbell, MR, Muller, DA & Martin, K 2010, ‘Understanding and managing bias’, 
in G Bammer (ed.), Dealing with uncertainties in policing serious crime, ANU 
E Press, Canberra.

Lawrence, C 2008, ‘The “emergency intervention” in Northern Territory 
Indigenous communities’, The New Critic, issue 7, <http://www.ias.uwa.
edu.au/new-critic/seven> (accessed 23 January 2010).

McKenzie, N 2009, ‘Pedophile ring claims unfounded’, The Age, 5 July, <http://
www.theage.com.au/national/pedophile-ring-claims-unfounded-20090704-
d8h9.html?skin=text-only> (accessed 12 March 2010).

Mencken, HL 1922, In defense of women, Alfred A Knopf Inc., New York, available 
online, <http://www.ibiblio.org/eldritch/hlm/defense.htm> (accessed 22 
January 2010).

Public Safety Canada 2002, ‘The effect of punishment on recidivism’, Research 
Summary, vol. 7, no. 3, <http://www.publicsafety.gc.ca/res/cor/sum/
cprs200205_1-eng.aspx> (accessed 23 January 2010). 

Pyszczynski, T 2004, ‘What are we so afraid of? A terror management theory 
perspective on the politics of fear’, Social Research, vol. 71, no. 4, 827–848.

Roberts, JV, Stalans, LJ, Indermaur, D & Hough, M 2003, Penal populism and 
public opinion: lessons from five countries, Oxford University Press, Oxford.

Schieder, P 2003, ‘Social cohesion or public security: how should Europe 
respond to collective feelings of insecurity?’, speech to Council of Europe 



Dealing.with.Uncertainties.in.Policing.Serious.Crime.

126

Forum, Strasbourg, 23–24 October, <http://www.coe.int/T/E/Com/Files/
Events/2003-10-social-cohesion/disc_Schieder.asp#TopOfPage> (accessed 
23 January 2010).

Schneier, B 2008, ‘Does risk management make sense?’, October, <http://www.
schneier.com/essay-240.html> (accessed 22 January 2010).

Sherman, S, Cialdini, R, Schwartzman, D & Reynolds, K 1985, ‘Imagining 
can heighten or lower the perceived likelihood of contracting a disease’, 
Personality and Social Psychology Bulletin, vol.11, pp. 118–127. 

Siegel, M 2005, False alarm: the truth about the epidemic of fear, John Wiley & 
Sons, New York.

Slovic, P 2000, The perception of risk, Earthscan, London.

Sunstein, CR 2002, ‘Probability neglect: emotions, worst cases and law’ Yale 
Law Journal, vol. 112, pp. 1–107.

The World Today 2008, ‘Paedophile case sparks lawyers’ warning’, radio program, 
ABC Radio, 7 July, <http://www.abc.net.au/worldtoday/content/2008/
s2296476.htm> (accessed 26 January 2010).


