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5. Fraud, Bribery, Extortion and Other 
Crimes against Business

We use the term ‘non-conventional’ to denote crimes that are more likely to 
be directed primarily at businesses because of their size, resources and the 
types of activity they perform. The ICBS examined fraud by employees and 
outsiders, Internet fraud, bribery, extortion and intimidation, infringements of 
intellectual property (IP) (counterfeiting) and computer-related victimisation. 
A single question was asked in relation to bribery and corruption: ‘did anyone 
try to bribe you, other managers, your employees, or obtain bribes from the 
company in relation to its activities?’ That is, the question referred to bribes 
received by employees presumably at the expense of the business as well as 
times when members of the company were asked to pay bribes to an outsider 
to receive services. Responses to the follow-up questions on bribery suggest 
that respondents reported incidents only when bribes were requested from 
the company. Extortion refers to incidents of intimidation and requests for 
protection money, and included: ‘for example, extorting money from your 
company, threatening and intimidating managers and/or employees, threatening 
product contamination, etc.’ Infringement of IP was defined as the use by others 
without your permission of patents, trademarks, copyrights, designs owned by 
your company, and included software copyright violation.1 Computer-related 
victimisation consists of a broad range of incidents such as attacks by a virus 
or malicious software, unsolicited emails and communication, and email threats. 
Because some of these are extremely common—for example, virus attacks or 
unsolicited emails—we focus mainly on Internet-related fraud when purchasing 
items or banking.

Rates of Victimisation by City

Fraud was the most frequently reported type of non-conventional crime 
victimisation (13.4 per cent)2 (Table 5.1). Eight per cent of businesses had been 
defrauded by outsiders, such as clients, suppliers or other businesses. Just over 
4 per cent (4.6 per cent) of businesses were victims of fraud while purchasing 
goods or doing banking online, and 3.7 per cent were defrauded by employees. 

1 The survey asked two separate questions: one on IP infringement and one on software copyright violation. 
These two items cover acts such as the counterfeiting of goods and products including software as well as the 
distribution of illegal copies, and belong to a similar domain; therefore, we combine the results of the two 
questions under the heading ‘IP and software copyright violation’.
2 This could reflect the fact that three questions were asked about fraud, but only one question about the 
other types of crime.
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Incidents of bribery were mentioned by about 6 per cent of respondents, and the 
same proportion reported incidents of IP and software copyright infringement. 
Extortion and intimidation occurred less frequently (2.3 per cent).

Different victimisation patterns were apparent in Hong Kong and the mainland 
(Figure 5.1). While overall levels of fraud were similar, Hong Kong companies 
were more prone to fraud by outsiders than their mainland counterparts (9.9 
per cent versus 6.9 per cent, p < 0.001), and mainland businesses appeared 
more at risk of Internet fraud (5.3 per cent) than Hong Kong businesses (2.3 
per cent, p < 0.001). Fraud by employees was the least frequent type of fraud, 
with similar prevalence reported in Hong Kong and the mainland (3.6–3.8 per 
cent). Looking at bribery and extortion, we see a reverse pattern between Hong 
Kong and the mainland. The rate of bribery was about three times higher in the 
mainland (8 per cent) than in Hong Kong (2.7 per cent, p < 0.001). On the other 
hand, extortion and intimidation were much more prevalent in Hong Kong (3.1 
per cent) than in the mainland (1.8 per cent, p < 0.01). 

Table 5.1 One-Year Prevalence of Victimisation by Non-Conventional Crime 
by City (per cent)

Type of crime 
victimisationa

Hong Kong
N = 1817

Shanghai
N = 1110

Shenzhen
N = 1112

Xi’an
N = 1078

Total
N = 5117

All fraudb 13 .5 10 .5†† 15 .4* 14 .1 13 .4

Fraud by outsiders 9 .9*** 4 .9††† 8 .2 7 .7 8 .0

Bribery 2 .7 6 .5 8 .5*** 9 .0*** 6 .1

IP and software 
copyright violation 3 .5 5 .9 9 .1*** 7 .6* 6 .1

Internet-related fraudc 2 .3††† 4 .3 6 .3** 6 .4** 4 .6

Fraud by employees 3 .8 3 .1 4 .2 3 .4 3 .7

Extortion/intimidation 3 .1** 0 .9†† 3 .1** 1 .3 2 .3

* p < 0.05  ** p < 0.01  *** p < 0.001, rate is significantly higher

†† p < 0.01  ††† p < 0.001, rate is significantly lower

Notes: a Rates refer to the 12-month period from 1 January to 31 December 2004 for Hong Kong, and 1 
January to 31 December 2005 for Shanghai, Shenzhen and Xi’an; b includes fraud by employees, outsiders 
and Internet-related fraud; c includes fraud while purchasing or banking online; percentages are based on 
N = 3818 respondents who used the Internet for business purposes: Hong Kong, N = 1102, Shanghai, N = 
954, Shenzhen, N = 959, Xi’an, N = 803. 
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Figure 5.1 Prevalence of Non-Conventional Crime, Hong Kong (2004) and 
Mainland (2005)

For all non-conventional crimes, Shanghai businesses reported lower 
victimisation rates than those in Shenzhen or Xi’an. Shanghai’s overall rate of 
fraud was the lowest of the four cities (10.5 per cent versus 13.5–15.4 per cent, 
p < 0.01), as was the rate of fraud by outsiders (4.9 per cent versus 7.7–9.9 per 
cent, p < 0.001). Internet-related fraud was more frequent in Shanghai than in 
Hong Kong, but not as prevalent as in Shenzhen or Xi’an. Unlike the other cities, 
Shenzhen had high levels of both bribery and extortion/intimidation (8.5 per 
cent and 3.1 per cent respectively). Shenzhen businesses experienced incidents 
of extortion/intimidation at a rate similar to Hong Kong businesses, but about 
three times that of Shanghai (0.9 per cent) and Xi’an (1.3 per cent). For all other 
types of crime, Shenzhen and Xi’an recorded comparable rates of victimisation.

Fraud against Business

Three types of fraud were examined in the ICBS: fraud by employees, fraud 
by outsiders and Internet-related fraud. First, we look at the likelihood of 
victimisation by business sector, then depending on the size of the business 
and the location. Finally, we discuss the monetary losses that were associated 
with the fraud.
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Rates of Fraud by Business Sector 

The wholesaling and trading sector reported a significantly higher overall level 
of fraud than other sectors, but this was due only to the higher prevalence of 
fraud by outsiders (10.2 per cent) in this sector (Table 5.2). Retailers also reported 
a higher rate of fraud by outsiders (9.3 per cent) than the manufacturing and the 
financial and professional services sectors. The retail sector reported a slightly 
lower rate of Internet-related fraud (3.7 per cent) than other sectors (4.3–5.4 per 
cent). 

Table 5.2 Fraud by Business Sector across Four Cities, 2004–05 (per cent) 
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All frauda 13 .9 13 .4 16 .0* 11 .5 11 .1 13 .4

Fraud by outsiders 7 .6 9 .3* 10 .2** 6 .4 5 .3 8 .0

Internet-related fraudb 5 .4 3 .7 4 .6 4 .3 4 .3 4 .6

Fraud by employees 3 .8 3 .6 3 .6 3 .6 3 .4 3 .7

* p < 0.05  ** p < 0.01

Notes: a Includes fraud by employees, by outsiders and Internet-related; b includes fraud while purchasing 
or banking online; percentages are based on N = 3818 respondents who used the Internet for business 
purposes. 

Appendix H (Table H.1) presents the overall rates of fraud by city and business 
sector. We saw above that across all four cities fraud was more prevalent in the 
wholesale and trading sector than in other sectors. This was particularly strong 
in Xi’an and, to a lesser extent, in Shenzhen, but not in Hong Kong, where levels 
of fraud were similar across the manufacturing, retail and wholesale sectors, or 
in Shanghai, where fraud was less prevalent in the wholesale sector. In Xi’an, 
nearly 21 per cent of respondents in the wholesale and trading sector said their 
company had been the victim of fraud (compared with 8.2–16 per cent in the 
other sectors, p < 0.01), and this was related to a very high prevalence of fraud 
by outsiders in the wholesaling sector (13.8 per cent compared with 2.8–7.4 per 
cent in the other sectors, p < 0.001). In Shenzhen, the difference between sectors 
was not statistically significant, although the prevalence of fraud was higher in 
the wholesaling and trading sector (19.7 per cent versus 12–15.5 per cent). 
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Rates of Fraud by Business Size

The overall level of fraud was comparable across businesses regardless of size 
(13.2–14.3 per cent), but the size of the company was relevant for specific types 
of fraud (Table 5.3). Small businesses of 10 or less employees were significantly 
more prone to fraud by outsiders than larger companies (9.6 per cent compared 
with 7.6 per cent for medium and 6.8 per cent for medium-large firms); however, 
the largest businesses, with more than 250 employees, seemed to be somewhat 
protected from fraud by outsiders (4.4 per cent were victimised). While fraud 
by outsiders was prevalent against small businesses, fraud by employees was far 
less frequent against small businesses of 10 or less employees than larger ones 
(2.7 per cent versus 4.1–5.1 per cent). This is consistent with the lower rate of 
theft by employees recorded in small businesses and again could be associated 
with the likelihood that these small businesses are often run by family members. 
The largest businesses were also most at risk of Internet-related fraud (7.7 per 
cent versus 3.1 per cent for small companies). One explanation is that large 
companies often have networks of interconnected computers, which increases 
the risk of cyber victimisation. 

Table 5.3 Fraud by Business Size across Four Cities, 2004–05 (per cent)

Type of crime 
victimisation

Smalla
N = 2107

Mediuma

N = 1430
Medium-largea

N = 917
Largea

N = 413
Total
N = 4867

All fraudb 13 .2 14 .3 13 .2 14 .3 13 .6

Fraud by outsiders 9 .6*** 7 .6 6 .8 4 .4†† 8 .1

Internet-related fraudc 3 .1 5 .3 4 .7 7 .7** 4 .6

Fraud by employees 2 .7†† 4 .7 4 .1 5 .1 3 .8

** p < 0.01  *** p < 0.001, rate is significantly higher

†† p < 0.01, rate is significantly lower

Notes: a Number of employees (part and full-time): small, 1–10, medium, 11–49, medium-large, 50–250, 
large, 251 or more; b includes fraud by employees, outsiders and Internet-related; c includes fraud while 
purchasing and banking online; percentages are based on N = 3635 respondents who used the Internet 
for business purposes. 

Although the overall prevalence of fraud in Hong Kong (13.5 per cent) was 
comparable with that of the mainland cities (13.4 per cent), including for fraud 
by employees (3.8 per cent versus 3.6 per cent), there was a large difference 
in rates of fraud depending on the size of the company. In Hong Kong, rates 
of fraud ranged between 10.6 and 14 per cent in businesses with up to 250 
employees; however, in large businesses (more than 250 employees), the rate 
of fraud jumped to 31.6 per cent (Appendix H, Table H.2). This figure is 
significantly higher than for both smaller companies within Hong Kong and 
companies of similar size in the mainland and is due to the much higher rate 
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of fraud by employees in large Hong Kong businesses (21.1 per cent compared 
with an average of 3.6 per cent for businesses with fewer than 250 employees). 
Businesses with more than 250 employees in the mainland also recorded much 
lower rates of fraud by employees than those in Hong Kong (5.5 per cent in 
Shanghai, 4.7 per cent in Shenzhen, and 2.1 per cent in Xi’an).

Rates of Fraud by Location of Premises 

Table 5.4 presents rates of fraud victimisation depending on the number and 
location of business premises. For businesses located in Hong Kong, whether 
they had premises in the mainland or not made little difference to their likelihood 
of fraud victimisation; however, mainland businesses with additional premises 
in Hong Kong had significantly higher rates of all types of fraud combined 
(18.2 per cent), as well as Internet-related fraud (8.3 per cent) and fraud by 
employees (6.3 per cent), than their mainland counterparts. Interestingly, Hong 
Kong businesses without premises in the mainland had a higher rate of fraud by 
outsiders (10.1 per cent) than those with premises in the mainland (8.9 per cent) 
but this was not statistically significant. This is related to the fact that smaller 
businesses were more at risk of fraud by outsiders, unlike other kinds of fraud; 
there were more small businesses in Hong Kong, and smaller businesses were 
also less likely to have additional premises.

Again, the differential risk of victimisation is not due to the location of the 
premises per se, but to the size of the business. Regardless of the location of 
additional premises, businesses that operated from multiple premises tended 
to be larger and were at greater risk of fraud victimisation: multiple-premises 
companies, regardless of location, were significantly more likely to be victimised 
by fraud (16.4 per cent) than single-premises businesses (11.7 per cent, p < 
0.001). For fraud by employees, differences in rates of victimisation are also 
explained by the size of the business: the larger the business, particularly in 
manufacturing and retail, the greater the risk of employee fraud. General and 
specific locations of premises had little impact; this is an offence committed 
‘from inside’. 
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Table 5.4 Fraud by Location of Business Premises, 2004–05 (per cent)

Location of surveyed premises

Hong Kong (2004) Mainland (2005)

Type ofvictimisation

No premises in 
mainland 
N = 1456

Premises in 
mainland
N = 361

No premises 
in HK
N = 2889

Premises in 
HK
N = 411

All frauda 13 .5 13 .6 12 .7 18 .2*

Fraud by outsiders 10 .1 8 .9 6 .7 8 .3

Internet-related fraudb 2 .3 2 .3 5 .2 8 .3***

Fraud by employees 3 .7 4 .2 3 .2 6 .3*

* p < 0.05  *** p < 0.001  

Notes: a Includes fraud by employees, outsiders and Internet-related; b includes fraud while purchasing 
or banking online; percentages are based on N = 3818 respondents who used the Internet for business 
purposes. 

Incidence and Monetary Loss Due to Fraud 

The overwhelming majority of businesses that were victims of fraud by 
employees reported less than five incidents by different perpetrators in the past 
year (Table 5.5). Although the number of incidents of fraud by outsiders was 
slightly larger than fraud by employees, across the four cities about 90 per cent 
of respondents said they were victims of fewer than five incidents during 2005.

Overall, our sample lost an estimated US$15.07 million to fraud. The mean 
monetary loss due to all incidents of fraud by employees varied greatly between 
the cities, but the median loss was comparable (about US$1100–1300). In all 
cities except Shenzhen, about 30 per cent of victimised businesses suffered a 
loss of more than US$5000, with a smaller proportion in Shenzhen (20 per cent). 
Overall, incidents of fraud by employees cost our respondents more than US$7.5 
million, and nearly 80 per cent of that amount was lost in Hong Kong.

The monetary loss resulting from outsider fraud was highest in Shanghai, where 
half the businesses victimised reported a loss of more than US$5000. The median 
loss in Shenzhen was US$3690, but in Hong Kong and Xi’an, it was comparable 
with the loss caused by employee fraud (US$1280 and $1230 respectively). The 
total loss due to fraud by outsiders (US$7.5 million) was comparable with that 
lost through employee fraud, but losses were more equally spread across the 
four cities. The largest total loss occurred in Shanghai (US$2.5 million) and the 
smallest in Xi’an (US$1.2 million).

Lesser amounts of money were lost due to Internet-related fraud than to other 
types of fraud, and the majority of victimised businesses (77.8 per cent) did not 
actually lose any money. For those who did, losses were relatively minor, with 
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the median loss ranging from US$37 in Xi’an to US$123 in Shanghai. Compared 
with the two other types of fraud, Internet-related fraud incurred relatively 
smaller losses, particularly in Hong Kong, where we estimated businesses lost a 
total of less than US$400. Most of the money stolen through Internet fraud was 
in Shenzhen, where companies lost nearly US$45 000.

Table 5.5 Fraud: Number of incidents and monetary loss

Hong Kong Shanghai Shenzhen Xi’an Total

FRAUD BY EMPLOYEES N = 69 N = 34 N = 47 N = 37 N = 187

N incidents

Less than 5 (%) 97 .0 100 .0 95 .0 98 .0 97 .0

Monetary lossa, b

Mean in US$ 85 673 10 733 20 872 8192 42 828

Median in US$ 1280 1230 1107 1230 1230

Percentage loss more than 
US$5000 31 .0 29 .6 20 .0 29 .2 27 .9

Estimated total loss 
US$1000c 5912 365 981 303 7561

FRAUD BY OUTSIDERS N = 179 N = 54 N = 91 N = 83 N = 407

N incidents

Less than 5 (%) 89 .0 89 .6 96 .3 88 .5 90 .5

Monetary lossa, d

Mean in US$ 11 520 46 293 18 559 14 518 17 917

Median in US$ 1280 5535 3690 1230 1280

Percentage loss more than 
US$5000 28 .2 50 .0 42 .3 26 .9 33 .3

Estimated total loss, 
US$1000c 2062 2500 1689 1205 7456

INTERNET FRAUD N = 25 N = 41 N = 60 N = 51 N = 177

Monetary lossa

No monetary loss (%) 80 .0 68 .3 83 .0 78 .4 77 .8

Of those with a loss (N = 39)

Mean in US$ 77 254 4407 273 1301

Median in US$ 64 123 89 37 64

Percentage loss more than 
US$5000 0 .0 0 .0 20 .0 0 .0 5 .0

Estimated total loss, 
US$1000c 0 .4 3 45 3 51

Estimated total loss for all 
types of fraud, US$1000c 7974 2868 2715 1511 15 068

Notes: a Loss amounts are for all incidents that occurred during the reference year; b mean and median 
are based on N = 136 respondents—that is, excluding N = 51 who did not know or refused to answer;  
c estimates are for the whole sample and were calculated by substituting the mean loss by offence for ‘don’t 
know’ and refusals; d mean and median are based on N = 327 respondents—that is, excluding N = 80 who 
did not know or refused to answer.
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Bribery and Extortion

Characteristics of Bribery and Corruption Incidents 

Across the four cities, 6.1 per cent of respondents reported one or more incidents 
of bribery. Bribery was most prevalent in the manufacturing sector (7.8 per cent, 
p < 0.001) and the ‘other unspecified sectors’category, but rarest in the retail 
sector (3.5 per cent) (Table 5.6). Incidents of bribery were increasingly prevalent 
as businesses became larger—for example, 3.6 per cent of small businesses (that 
is, with 10 or fewer employees) reported incidents of bribery compared with 
10.9 per cent of those with more than 250 employees. 

The rate of bribery for Hong Kong businesses with additional premises in the 
mainland was more than twice the rate of those without such premises (4.7 
per cent and 2.2 per cent respectively, p < 0.01). A similar pattern emerged for 
mainland businesses: those with additional premises in Hong Kong experienced 
a significantly higher rate of bribery (11.4 per cent) than those without premises 
in Hong Kong (7.5 per cent) (Table 5.6). While rates of bribery were higher in 
the mainland than in Hong Kong, it was not their location but their size that 
made these businesses more vulnerable to bribery. Larger businesses were more 
prone to being asked for bribes, and businesses with multiple premises were 
generally larger than single-premises companies. The data also suggest that 
business activities involving engagement outside the home jurisdiction increase 
the risk of bribery and larger businesses might also offer more attractive targets 
than smaller businesses.

In Hong Kong and Xi’an, there were significant differences in the rates of 
bribery between the manufacturing sector and the other sectors. In Hong Kong, 
5.2 per cent of manufacturers reported incidents of bribery compared with an 
average of 1.9 per cent in the other sectors combined; in Xi’an, 12.6 per cent of 
manufacturers had been victims of bribery, compared with an average of 7.4 per 
cent in other sectors. In Shanghai and Shenzhen, the prevalence of bribery was 
comparable across the sectors (Appendix H, Table H.1).
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Table 5.6 Prevalence of Bribery and Extortion by: a) Business sector,  
b) Business size, and c) Number of premises, across four cities 2004–05 
(per cent) 

Type of crime 
victimisation

A) Business sector

Manufacturing 
N = 1726

Retail
N = 1073

Wholesale/
trade
N = 852

Finance & 
professional 
services
N = 1053

Other 
sectors
N = 413

Bribery/corruption 7 .8*** 3 .5 5 .0 6 .3 7 .3

Extortion/
intimidation 2 .0 3 .2** 0 .7 2 .8 2 .9

B) Business sizea

Small
N = 2107

Medium
N = 1430

Medium-
large 
N = 917

Large
N = 413

Bribery/corruption 3 .6 7 .6** 7 .9** 10 .9***

Extortion/
intimidation 2 .2 2 .0 2 .3 4 .1**

C) Business premises

Surveyed premises in  
Hong Kong

Surveyed premises in 
mainland

No premises 
in mainland 
N = 1456

Premises in 
mainland
N = 361

No premises 
in HK
N = 2889

Premises in 
HK
N = 411

Bribery/corruption 2 .2 4 .7** 7 .5 11 .4**

Extortion/
intimidation 3 .3 2 .8 1 .7 2 .9

** p < 0.01  *** p < 0.001

Note: a Number of employees (part and full-time): small, 1–10, medium, 11–49, medium-large, 50–250, 
large, 251 or more; based on N = 4867 businesses—that is, excluding respondents who did not know the 
size of the workforce or refused to answer. 

In Hong Kong, Shanghai and Shenzhen, the perpetrators of bribery were 
significantly more likely to be managers or employees from other companies 
than any other person (Table 5.7). Managers or employees of other firms were 
involved in 79.2 per cent of bribery cases in Hong Kong, 77.5 per cent of cases 
in Shanghai, and 62.6 per cent in Shenzhen. Bribery by officials (Legislative 
Council members, government, tax or court officials, and police or custom 
officers) was rare in Hong Kong (4.2 per cent)3 compared with the mainland. 
In Xi’an, however, more than half the incidents of bribery were due to various 
types of officials, and 44.8 per cent to managers and employees from other 
companies. In all cities, members of the Legislative Council or National People’s 

3 We note, however, the higher rate in Hong Kong of respondents who did not know who the perpetrator 
was or refused to answer (16.6 per cent compared with rates of less than 10 per cent in the mainland).
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Congress were the least frequent requestors of bribes, followed by police or 
custom officers, then by government, taxation or court officials. The incidence 
of bribery (how many times it happened in 2005) was the highest among those 
businesses victimised in Shenzhen (on average, just more than four times [mean 
4.2 times]).

Table 5.7 Bribery and Corruption: Number of incidents and perpetrators by 
city (per cent)

Hong Kong
N = 49

Shanghai
N = 72

Shenzhen
N = 94

Xi’an
N = 97

Total
N = 312

N incidents

Less than 5 94 .2 90 .0 89 .3 100 .0 93 .0

5 or more 5 .8 10 .0 10 .7 0 .0 7 .0

Mean N incidentsa 2 .9 3 .2 4 .2 3 .4 3 .5

Perpetrator

Managers/employees 
from other companies 79 .2 77 .5 62 .6 44 .8 63 .1

Government officialsb 2 .1 14 .1 15 .4 30 .2 17 .6

Police or customs 
officers 2 .1 2 .8 9 .9 14 .6 8 .5

Legislative Council 
member (HK)/deputy to 
NPC (mainland)c 0 .0 0 .0 2 .2 3 .1 1 .6

Don’t know/refusal 16 .6 5 .6 9 .9 7 .3 9 .2

Notes: a In 2004 for Hong Kong and 2005 for the mainland cities; b includes government, taxation and court 
officials; c NPC = National People’s Congress.

Characteristics of Extortion and Intimidation Incidents 

Extortion and intimidation were less prevalent than bribery, with 2.3 per cent 
of respondents mentioning one or more incidents. The retail sector recorded the 
highest level of victimisation (3.2 per cent, p < 0.01; Table 5.6). Extortion and 
intimidation were also relatively more frequent in the finance and professional 
services (2.8 per cent), and other unspecified sectors (2.9 per cent), but this was 
not significant. The number and location of premises other than those surveyed 
did not significantly impact the likelihood of extortion and intimidation, but 
the size of the business did, with large businesses more likely to be the victims.

Extortion and intimidation were significantly more frequent in Hong Kong and 
Shenzhen, where 3.1 per cent of businesses were victimised compared with 1.3 
per cent in Xi’an and 0.9 per cent in Shanghai (Table 5.1). In Shenzhen, there 
were no statistically significant differences in rates of extortion/intimidation 
depending on the sector of economic activity, but in Hong Kong retailers had a 
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higher rate of victimisation (4.8 per cent) than respondents in other sectors (2.5 
per cent average). In both Hong Kong and Shenzhen, larger companies (250+ 
employees) were significantly more likely to become the victims of extortion and 
intimidation than smaller ones (10.5 per cent versus 3.1 per cent respectively 
in Hong Kong and 5.8 per cent versus 2.7 per cent in Shenzhen) (Appendix H, 
Table H.2). 

In Shanghai and Shenzhen, about 10 per cent of victimised businesses 
experienced more than five incidents (Table 5.8). The mean number of incidents 
was lowest in Xi’an (2) and highest in Shenzhen (2.9). In all cities except 
Shenzhen, extorting money from the company was the most prevalent type of 
attack, ranging from 60 per cent in Shanghai to 66.7 per cent in Hong Kong, 
but only 31.4 per cent in Shenzhen. In contrast, in Shenzhen, threatening and 
intimidating managers or employees were the most frequent kinds of attack 
(62.9 per cent of incidents, compared with 30–36 per cent in the other cities). 
The higher rate of assault that was reported by Shenzhen businesses might 
be linked to such incidents. Across all cities, threats of product contamination 
were rare; nevertheless, respondents mentioned seven cases.

The modus operandi for incidents of extortion was more likely to involve 
walking into the premises and/or phone calls than face-to-face contact in other 
locations or written communication. In Hong Kong, walking into the premises 
was mentioned far more often than phone calls, but in Shenzhen and Xi’an 
phone calls were the method used the most frequently. This might be related—
at least when we compare Shenzhen and Hong Kong—to the higher prevalence 
of intimidation in Shenzhen and of extortion of money in Hong Kong. Weapons 
(knives mainly) were used in only 5 per cent of these cases, and more often 
in Shenzhen and Xi’an than in Hong Kong (never reported by Shanghai 
respondents).
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Table 5.8 Extortion and Intimidation: Characteristics of incidents by city 
(per cent)

Hong Kong
N = 57

Shanghai
N = 35

Shenzhen
N = 10

Xi’an
N = 14

Total
N = 116

N incidents

Less than 5 94 .2 90 .0 89 .3 100 .0 93 .0

5 or more 5 .8 10 .0 10 .7 0 .0 7 .0

Mean N incidentsa 2 .6 2 .6 2 .9 2 .0 2 .6

What happened?b

Extorting money 66 .7 60 .0 31 .4** 64 .3 55 .2

Threatening people 35 .1 30 .0 62 .9* 35 .7 43 .1

Threatening 
contamination 5 .2 10 .0 5 .7 14 .3 6 .9

Modus operandib

Walk-in to premises 64 .9 50 .0 34 .3 21 .4 49 .1

Telephone calls 28 .1 40 .0 45 .7 50 .0 37 .1

Face-to-face in another 
location 12 .3 0 .0 20 .0 28 .6 15 .5

Written communication 7 .0 20 .0 2 .9 7 .1 6 .5

Perpetratorb

Local organised crime 
group 49 .1 30 .0 40 .0 28 .6 42 .2

Rival business 3 .5 20 .0 2 .9 28 .6 7 .8

International organised 
crime group 1 .8 0 .0 2 .9 0 .0 1 .7

Others 47 .4 60 .0 60 .0 57 .1 53 .4

* p < 0.05  ** p < 0.01

Notes: a In 2004 for Hong Kong and 2005 for the mainland cities; b multiple answers were possible, total 
might add up to more than 100 per cent. 
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Local organised crime groups were blamed for the incidents by just under half of 
Hong Kong respondents, 40 per cent of respondents in Shenzhen and about 30 
per cent in Shanghai and Xi’an. Rival businesses were blamed in 28.6 per cent of 
cases in Xi’an and 20 per cent in Shanghai. International organised crime groups 
were rarely or not at all mentioned across the four cities. We speculate that 
the higher prevalence of extortion in Hong Kong and intimidation in Shenzhen 
is linked to the involvement of triad or ‘black’ societies. The relatively high 
proportion of respondents in the two cities who blamed local organised crime 
confirms this hypothesis, and the direct ‘walk-in’ approach is a method common 
to triad-related gangs. The large proportion of respondents who mentioned 
‘others’ (respondents were often uncertain about how to identify the source of 
threats) as perpetrators makes it difficult to analyse the responses in any greater 
detail.

Other Crimes against Business

Intellectual Property and Software Copyright Violation 

Overall across the four cities 6.1 per cent of respondents reported IP and 
copyright violations (Table 5.1). Such violations were significantly more frequent 
in the mainland (7.5 per cent) than in Hong Kong (3.5 per cent). Shenzhen, with 
9.1 per cent, and Xi’an, with 7.6 per cent, recorded particularly high rates. The 
retail sector had the lowest rate of IP and copyright violations (3.3 per cent) 
and the finance and professional services sector had the highest (8 per cent, 
p < 0.01). The strongest indicator of the likelihood of victimisation through 
IP and copyright violation was the size of the business, with risks increasing 
along with the size of the business. Only 3.9 per cent of small companies (up 
to 10 employees) mentioned IP violations, but 7.6 per cent of medium (11–49 
employees), 8 per cent of medium-large (50–250 employees) and 9.4 per cent of 
large (251 or more employees) companies did. It is likely that the high rate of 
such violations in the finance and professional services sector is due in part to 
the number of designers and software creators in this category.

Monetary losses due to IP and copyright violations were not negligible, at 
least in Hong Kong. Overall, we estimated that our respondents lost US$1.53 
million; however, most of that monetary loss occurred in Hong Kong (US$1.4 
million), with much smaller amounts lost in Shenzhen (US$121 000), Xi’an 
(US$3500) and Shanghai (US$1900). The average amount of loss in each incident 
of IP and copyright violation varied greatly between the cities. In Hong Kong, 
each incident of IP theft cost the company about US$22 000 and in Shenzhen, 
US$1200. In Shanghai and Xi’an, average losses were relatively minor (US$29 
and $42 respectively). 
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Computer-Related Victimisation 

Apart from fraud through the Internet, respondents were asked about a 
variety of other Internet-related victimisation, including attacks on computers 
through malicious software, and unwanted communication. Of the 3818 
business respondents who used the Internet in their business, only 6.4 per cent 
did not have some form of protective software (for example, firewall or anti-
virus program) or did not know. Across the four cities, nearly two-thirds of 
respondents (63.4 per cent) reported some type of attack on their computer 
through malicious software such as viruses, malware or spyware, or hacking, but 
this was more frequent in the mainland (69.3 per cent) than in Hong Kong (48.8 
per cent). In addition, 37.7 per cent had received lewd or obscene unwanted 
communication via emails or while online, with comparable proportions in 
Hong Kong and the mainland. Fewer, however, reported receiving threats of 
harm or physical attacks via email (2.6 per cent overall). The questions on cyber 
victimisation had many limitations when applied to the business context and 
we discuss these further in our general conclusion. Suffice to note that in 2005–
06 Web 2.0 applications, especially social networking and related software and 
robust versions of web-interface applications (for example, Internet Explorer 
7.0), were relatively novel.

Comparison with Other Business Victimisation 
Surveys

Few surveys are available that can be directly compared with the China 
ICBS. Apart from the Western Europe and Central Eastern Europe ICBSs, 
which used the same instrument as the China ICBS, other surveys of business 
victimisation have focused on different types of crime and/or have used different 
questionnaires. While this is a frequent problem in comparative criminology, it 
is not insurmountable and, in this section, we attempt to draw comparisons 
for at least some types of victimisation against business that have been studied 
in the developed and developing worlds. First, we look at the Western and 
Central Eastern Europe ICBSs, the surveys closest to the China ICBS; then we 
turn to the Nigerian CCBS, which surveyed the same types of crime as the ICBS 
but recorded incidents of victimisation in different ways. Finally, we draw from 
PriceWaterhouseCooper’s Global Economic Crime Survey to assess whether 
mainland China, as an emerging market, differs from other emerging markets in 
terms of crime and corruption.
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Western and Central Eastern Europe ICBSs

Again, looking only at Australia and six countries in Western Europe, we find 
that the rate of fraud by employees in our Chinese cities (3.7 per cent) was 
higher than the average in Western countries (2.1 per cent); there were variations 
between countries, which ranged from a low of 1.3 per cent in France and 
Switzerland to 3.1 per cent in Germany. Fraud by outsiders, however, seemed 
much less frequent in China (8 per cent) than in Europe, where, on average, 
23.1 per cent of companies reported at least one incident of victimisation. The 
Netherlands recorded the lowest rate, of 12.6 per cent, and France the highest, 
with 42.3 per cent (van Dijk and Terlouw 1996). 

The Western Europe ICBS had a single measure—called corruption—which 
combined bribery and extortion. Using the same measure in the China ICBS, 
we see from Figure 5.2 that corruption, as defined in the Western Europe ICBS, 
was more frequent in mainland cities (8.4 per cent) than in Western Europe (2.6 
per cent and ranging between 1.5 per cent in Italy and 4.8 per cent in France). 
The way in which data were presented precludes a more detailed comparison; 
however, we suspect that the prevalence of bribery in Western Europe was 
comparable with that of Hong Kong (2.7 per cent) but that extortion was more 
frequent in Hong Kong than in Western Europe.

Figure 5.2 One-Year Prevalence of Fraud and Corruption: China ICBS 
(2004–05) and Western Europe ICBS (1993–94) 

On average, rates of fraud by outsiders, fraud by employees and bribery were 
three times higher in the 1999 Central Eastern Europe ICBS than in the China 
ICBS, and the rate of extortion was four times higher. Zagreb reported the lowest 
prevalence of fraud by employees (4 per cent)—similar to that of China (3.7 per 
cent). Of all the Eastern European cities, Tirana had the lowest prevalence of 
fraud by outsiders (16 per cent), which was nevertheless double that of China (8 
per cent). Considering only the mainland, we see that all rates on Figure 5.3 were 
lower in the mainland than in Eastern Europe. Across the Eastern European cities 
that were surveyed, fraud victimisation was highest in the wholesale sector—a 
finding consistent with the China ICBS. It is difficult to compare the prevalence 
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of bribery in Eastern European cities with that of China because the Eastern 
Europe ICBS included two questions (one dealing with personal experience of 
being offered a bribe, and one dealing with requests or demands for bribes 
from the company) while the China ICBS included only one general question. 
Nine per cent of Eastern European respondents mentioned having been offered 
bribes, ranging from 5 per cent in Sofia and Vilnius to 17 per cent in Minsk. 
Larger proportions of respondents said that someone had tried to obtain bribes 
from the company (19 per cent on average, ranging from 4 per cent in Tirana to 
46 per cent in Minsk). Hong Kong businesses reported lower rates of bribery in 
the ICBS (2.7 per cent) than any Eastern European city, and the average level of 
bribery reported in the mainland was half that reported in the Eastern Europe 
ICBS. The rate of extortion was higher in Hong Kong than in the mainland, but 
it was only one-third of the average across Eastern European cities.

Figure 5.3 One-Year Prevalence of Fraud, Bribery and Extortion: China 
ICBS (2004–05) and Central Eastern Europe ICBS (1999) 

Nigerian Crime and Corruption Business Survey
Crimes were counted in slightly different ways in the Nigerian Crime and 
Corruption Business Survey (CCBS) and the China ICBS. It is, however, still 
possible to conduct meaningful comparisons between the two surveys by 
recalculating victimisation rates in the ICBS in a way that matches more closely 
that of the Nigerian CCBS. To compare rates of theft and fraud in the two 
surveys, we combined the ICBS theft and fraud by employees, and theft and 
fraud by outsiders.4 Nigerian businesses reported both types of crime more 
frequently than Chinese businesses (Figure 5.4). The prevalence of theft and 
fraud by employees was particularly high in Nigeria—about four times that of 
China (21.6 per cent versus 5 per cent). 

4 We include in the combined rate all businesses that have been the victims of at least one incident of 
theft or fraud. When businesses have been victims of both theft and fraud, we count this as one incident of 
victimisation.
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For bribery and corruption, the Nigerian CCBS examined only requests for bribes 
by public officials and government employees, while the China ICBS included 
those by managers or employees of other businesses. The CCBS recorded as 
bribery the number of times a bribe was actually paid by a business in order 
to get a service, not, like in the ICBS, the number of times that a bribe was 
requested but not necessarily paid. Therefore, in the comparison between the 
two surveys, it is likely that the level of corruption in Nigeria is underestimated 
compared with China. The prevalence of bribery in Shenzhen and Xi’an (8.5 
per cent and 9 per cent respectively) as counted in the ICBS was similar to that 
recorded in the Nigerian CCBS (9.4 per cent), but lower in Shanghai (6.5 per 
cent) and of course Hong Kong (2.7 per cent). We saw, however, in Table 5.7 
that across the four Chinese cities about 63 per cent of incidents of bribery 
involved members of other businesses rather than officials. Counting, therefore, 
only requests for bribes made by government officials, including legislators, 
police and customs officers, we find that the level of bribery reduces to 2.2 per 
cent overall: 0.6 per cent in Hong Kong and 3.1 per cent in the mainland—1.4 
per cent in Shanghai, 3.1 per cent in Shenzhen, and 4.9 per cent in Xi’an; that 
is, an average in the mainland less than half that of Nigeria. 

Figure 5.4 One-Year Prevalence of Theft/Fraud, Bribery and Extortion: 
China ICBS (2004–05) and Nigeria CCBS (2006) 

Unlike in China, in Nigeria, payments of bribes were more likely to be made 
by small (fewer than 50 employees) rather than large businesses, and the main 
reason a bribe was paid was to receive better treatment. Many businesses 
said they had to pay bribes more than once, to different public officials—for 
example, 63 per cent of bribes were paid to police officers, the most frequently 
cited public officials to receive bribes; 26 per cent were paid to customs officers, 
and 15 per cent to various elected officials. In China, the pattern of corruption 
was different: of the 113 incidents of bribe requests by public officials, nearly 
half were made by various government officials (47.8 per cent), 29.2 per cent 
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by elected officers (most of them in the mainland), and 23 per cent by police or 
customs officers. In the Nigerian survey, a large proportion of the bribes were 
paid in relation to traffic offences and to speed up or alter the results of police 
investigations, which accounts for the large proportion of bribes paid to police 
officers. The ICBS did not ask the purpose of bribes, but the results suggest 
different purposes: procurement of services to the Government and possibly 
political advantage.

In Nigeria, 7.8 per cent of respondents mentioned that their company had been 
the victim of extortion or intimidation—a rate more than double that of the 
ICBS in Hong Kong (3.1 per cent) or Shenzhen (3.1 per cent), the cities with the 
highest rates. The modus operandi was similar in both countries, but weapons—
mainly guns rather than knives—were used more often in Nigeria than in China 
(in 20 per cent and 5 per cent of incidents respectively).5

PriceWaterhouseCoopers’ Global Economic Crime 
Survey

Three economic crimes included in the PriceWaterhouseCoopers (PWC) survey 
can be compared with the ICBS, although definitions do not cover exactly the 
same criminal acts: asset misappropriation, corruption and bribery (including 
extortion), and IP infringement. As we have seen before, PWC’s study defined 
asset misappropriation as ‘the theft of company assets (including monetary 
assets/cash or supplies and equipment) by company directors, others in 
fiduciary positions or an employee for their own benefit’, which also included 
embezzlement and deception by employees. The definition clearly includes theft 
and fraud/deception by employees. Although the definition did not explicitly 
include outsiders to the company, we understood that ‘others in fiduciary 
positions’ related to persons within or outside the company such as accountants 
and bankers, and, by extension, others who had a contractual relation with the 
company, such as suppliers, and who could exploit that relationship to their 
benefit. Therefore we combined the ICBS rates of theft by employees, fraud by 
employees and fraud by outsiders to create a variable comparable with PWC’s 
asset misappropriation. With regards to bribery and corruption, PWC defines 
bribery as ‘typically, the unlawful use of an official position to gain an advantage 
in contravention of duty. This can involve the promise of an economic benefit 
or other favour, the use of intimidation or blackmail. It can also refer to the 

5 Weapons were also used often in incidents of common crime in Nigeria, ranging from 56 per cent during 
theft from a vehicle to 87 per cent during robbery. The ICBS did not ask about the use of weapons in the 
commission of common crimes.



Business and the Risk of Crime in China 

130

acceptance of such inducements.’ The PWC survey included racketeering and 
extortion in its definition of corruption and bribery. In the comparison below, 
we have combined the ICBS rates of bribery and extortion.

PriceWaterhouseCoopers in its 2007 report of the Global Economic Crime Survey 
highlights the increasing concern about crime, and particularly corruption, in 
emerging markets such as Brazil, India, Russia and mainland China. While the 
PWC survey did not interview business respondents in mainland China, we have 
the opportunity to examine rates of crime against business in these emerging 
markets as well as mainland China. Figure 5.5 presents rates of victimisation for 
three types of crime as reported in the Global Economic Crime Survey and the 
ICBS in the mainland.

Figure 5.5 One-Year Prevalence of Theft/Fraud, Bribery and Extortion 
and IP Infringement: Mainland China ICBS (2004–05) and PWC Global 
Economic Crime Survey (2007–09) 

Sources: PriceWaterhouseCoopers (2007a, 2009, 2010a, 2010b).

Overall, rates of crime against business in mainland China were close to the 
average across all 40 countries and lower than those in other emerging markets. 
The prevalence of asset misappropriation was similar in Brazil, India and Russia, 
ranging from 36 to 46 per cent. Globally, it stood at 15 per cent—slightly higher 
than in mainland China (11 per cent). Bribery and extortion were most common 
in India, where 42 per cent of businesses said they had been victimised. In 
Russia, about one-third of respondents mentioned incidents of bribery/extortion 
against their company, but only 8 per cent in Brazil, which was close to the 
average global rate of 7 per cent. In China, one in 10 companies reported one 
or several incidents of bribery or extortion, which was higher than the global 
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average but again lower than in Russia and India. Theft of IP is increasingly 
becoming a global concern and while rates of IP infringement were much higher 
in mainland China than in Hong Kong as well as the rate recorded in India by 
PWC (4 per cent), they were on par with the global PWC average (8 per cent) and 
just below Brazil (12 per cent). In contrast, more than one-quarter of Russian 
companies said they had been victims of IP infringement. While the perception 
was that IP infringement and corruption were high in the international business 
community (PWC 2007a), the prevalence of actual victimisation in China was 
not as high as in other emerging markets. We must remember, however, that 
the ICBS surveyed the experiences of companies located in China. Companies 
located elsewhere in the world that trade with China might have different 
experiences when dealing with Chinese businesses, and this was predominantly 
the focus of the PWC survey (2007a).

Other Crimes against Business Surveys

We only found one business victimisation survey that examined cyber 
victimisation: the Crime Against Business Survey conducted by the British 
Chambers of Commerce (2004). Of the 2788 businesses that took part in the 
survey, just over half (52 per cent) had been subject to virus infection and 
nearly three-quarters (73 per cent) said that they had received unwanted spam 
emails. Hacking in the business’s computer system, which is potentially more 
damaging to business, was much less frequent and mentioned by only 6 per cent 
of respondents. The high rate of attacks by malicious software and unwanted 
email communication recorded in the ICBS is not specific to China but seems to 
be a global phenomenon for both businesses and individuals.

This chapter focused on business victimisation by non-conventional crime 
and found that various types of fraud were the most frequently mentioned 
and involved 13.4 per cent of businesses across the four cities. Shenzhen was 
significantly more at risk (15.4 per cent) of fraud than other cities, and Shanghai 
was the least likely to suffer although it was still reported by 10.5 per cent of 
its businesses. The size of companies played a less important role in varying the 
risks of fraud victimisation, but nevertheless larger businesses were more at risk 
of fraud by outsiders and Internet-related fraud. IP and copyright infringements 
were significantly more of a problem in Shenzhen (9.1 per cent) and Xi’an (7.6 
per cent) than in Shanghai (6.5 per cent) and Hong Kong (2.7 per cent). 

About 6 per cent of businesses reported at least one incident involving bribery, 
with Shenzhen and Xi’an reporting significantly higher risks (8.5 per cent and 
9 per cent respectively) and Hong Kong the lowest (2.7 per cent). In Xi’an, 
officials and members of other firms were as likely to be involved in bribery, 
but in Hong Kong, employees of other companies were involved in four out 
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of five reports. Incidents of extortion were more frequent in Hong Kong and 
Shenzhen (3.1 per cent) than in the other cities, which can be attributed to the 
long-established activities of triad-related groups (Hong Kong or Taiwan based) 
who capitalised protection on the opening up of the special economic zone in 
Shenzhen. Comparisons with the available data from the Western and Eastern 
Europea ICBSs and Nigerian CCBS showed that, as with common crime, risks 
were much lower in China for all of the non-conventional crimes. In addition, 
the emerging economies of Brazil, India and Russia had a higher prevalence of 
non-conventional crimes than mainland China. This chapter and the previous 
one have begun to examine which factors, such as economic sector and business 
size, are associated with the likelihood of becoming a victim of crime. In order 
to design and implement effective crime-prevention measures, it is important 
to understand the correlates of victimisation and how these work together. The 
next chapter attempts to answer this question.


