The place of ethics in ICT courses
Professionalism, as we have noted previously, has strong links with ethics.
A professional is someone who, amongst other things, behaves ethically with
respect to his or her occupation. Education is also an important aspect of
professionalism. A professional is an expert relative to the general population
and this expertise is usually partly a result of being educated in a particular
of body of knowledge. It is not surprising, then, that a component of ethics
education is commonly considered to be an important element of a professional’s
education. This is the case in information and communications technology (ICT)
and, for a course (by which we mean a specific set of subjects/units leading
to a qualification, typically an undergraduate degree) to be accredited by the
Australian Computer Society (ACS), it must contain some study of ethical and
social issues. Both of the chapters in this section relate ethics education closely
to professionalism, and neither discusses courses that are part of standard
university degrees in ICT. Before returning to these two discussions, we will
consider some unsettling evidence for anyone who thinks that ethics education
is important.
ICT ethics education, in its current forms, does not seem to have as much effect
as is desirable. A recent survey indicated this, and this view of the efficacy of
ethics education is supported, if somewhat ambiguously, in the literature (Lucas
and Weckert, 2008). We found only one paper that looked directly at the ICT
situation (Sharma and Burmeister, 2004), and it found no significant indication
of efficacy. A number of studies of business ethics courses also suggest that their
effect is not strong in the business community (Buchko & Buchko, 2009; HunJoon Park, 1998) and the same appears to be true of medical ethics courses in the
medical area (Campbell, 2007).
Before this rather bleak assessment of ethics education results in it being removed
from ICT-course curricula, three considerations should be kept in mind. First,
there is evidence that, at least in the medical field, ethics training is important
in making a contribution to policy. There is no obvious reason why this should
not also be true for the ICT industry or organisations that employ ICT workers.
Second, there is evidence that company ethics training programs are effective
in the business field. Again this could hold for ICT companies. Third, there is
some evidence that what is taught in typical ICT ethics courses in Australian
universities might not be what is most needed.
Further consideration of this third point could suggest ways of making ethics
education more effective. The survey mentioned previously indicated a difference
in the content of typical university ethics courses and the main ethical concerns
of ICT professionals. As could be expected, privacy and intellectual property
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issues were prominent in the minds of ICT professionals, but what could generally
be described as professional issues, that is, issues where professionals must
make work-related decisions, dominated. High on the list were compromising
quality to meet deadlines, unprofessional behaviour, making false promises
and conflicts of interest. Also significant were compromising functionality and
requirements to meet deadlines. Unprofessional behaviour also figured large in
the extra comments section of the survey. Typical concerns included blaming
others for one’s own mistakes, poor team contributions, awarding contracts
without due process, overpricing and under quoting of time and overstating of
skills. The issue of professionalism was also of major concern in the interviews
and most of the same worries surfaced. A number of related, new concerns were
also mentioned, of particular significance were responsibility and informed
consent.
A survey of the material covered in courses suggested that the common topics
covered were the standard ones of privacy, security, cyber crime, intellectual
property, regulating commerce and free speech and a few others, with
professional ethics being one topic but frequently left unspecified. The most
common text mentioned was Michael J Quinn’s, Ethics for the information age
(2005), so a reasonable assumption is that the topics covered in the text also
form the basis of the courses in which it is used (and most other texts cover
substantially the same material). The one chapter of Quinn’s volume that deals
with professional ethics covers the issue of whether software engineering is
a profession, the software engineering code of ethics and codes of ethics in
general, and whistleblowing. Notably, many of the issues raised in the survey
and interviews are not explicitly mentioned either in Quinn’s text or in the
course descriptions. It does not follow from this that these topics are not covered,
but at least it raises the question of whether the focus of ethics courses is on the
most important issues as seen by the practitioners.
While the ACS does require the ethical component to be covered in order for a
course to be accredited, it does not require that there be a discrete subject and
it is clear that the most popular option for universities is for ethics to be part of
other subjects. This reflects a debate regarding the best way of teaching ethics
to ICT students. One school of thought is that there must be a discrete subject
with rigorous assessment, otherwise students do not take the issues seriously.
The other view is that discussion of ethics should not be conducted separately
because then students do not see it as an integral part of the profession. A
leading advocate of this view is Don Gotterbarn (1992). He argues that ethics
education is much more effective if it is incorporated throughout the curriculum,
rather than being taught as a discrete subject or course and, second, that ethics
is not necessarily best taught by philosophers or theologians. His concern is not
to denigrate a philosophical approach to computer ethics, but it is, rather, to
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understand how best to ethically educate computing professionals. The related
debate mentioned by Gotterbarn concerns the teaching of ethics; by what sort
of person should it be taught? On the one hand it is argued that it should be
taught by experts in ethics and, on the other hand, there are arguments for it
being taught by ICT professionals because they know what the real issues are
and they have more credibility in the eyes of the students. In both of these
debates there are good arguments on both sides.
Three issues, then, have emerged from the survey and the literature: there
appears to be a mismatch between what is taught and what professionals see as
the most important ethical issues; there might be a problem with the placement
of ethics in ICT curricula and it may not be taught by the most appropriate
people.
The first chapter of this section, by David Lindley et al, all of whom are or
have been ICT practitioners, begins with a discussion of what the ACS takes an
ICT professional to be and an outline of the knowledge and skills that the ACS
requires of such professionals. This provides the context within which ethics
education is considered. The ethics courses focused on here are not part of
university degrees, but, rather, constitute components of the ACS professional
development program. The content of the two courses mentioned is interesting
in the light of the previous discussion of what appears to be a mismatch
between practitioners’ primary concerns and the common content of university
ethics courses. Lindley et al describe content that is heavily weighted towards
everyday professional concerns. Interestingly, too, student involvement is
central and the tutors are all experienced ICT professionals.
The chapter by Stoodley et al builds on the notion of student involvement in
ethics education and develops it in detail and methodologically. It first contrasts
the approach being presented, called prompting new experiences, with three
prevailing approaches to ICT ethics education: exercising behavioural control,
developing decision-making skills, and developing moral sensitivity. The
aim of prompting new experiences is to change the student’s experiences of
ethics. Four teaching methods are suggested: moral argumentation and dilemma
discussion; role models and heroes; values clarification; and, logic, role taking
and concept construction. A ‘model of ethical IT’ is proposed which illustrates
ethics awareness expansion from ‘my world’ through a number of stages to ‘the
wider world’. The chapter concludes with an explanation of how the model can
be used as a conceptual tool and as a learning tool.
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