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of how many steps remain in the process. After agreeing to a module, the next
module appears, until all modules have been agreed to. In this way it is much
easier for the user to see more information about the potential issues that might
affect them. Finally, following the module acceptance, an extras window, as
shown in Figure 7, would be presented, with the same potential benefits and
drawbacks as discussed in the two-step agreement, above. Only after accepting
every step in the agreement would the installation of the software continue.

Figure 9: Multiple-step agreement, second window, showing information
for each module

Source: Author’s research

It is likely that the uncluttered appearance of the multiple-step example will
meet with more approval. While it gives the user more useful information in
easier to understand short statements, it is more likely to cause annoyance
because of the number of windows requiring the attention of the user. The
annoyance factor may be mitigated by the education of users in the importance
of giving informed consent to EULAs.
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Conclusion

In this paper I have outlined my recommendations for improvement of informed
consent in IT by improving the worst offending area: that of EULAs. In doing
this, T outlined the obvious problems plaguing EULAs, and then outlined some
of the suggestions that have been put forward to improve the situation. Some
of the suggestions were directly related, such as Garfinkel’s labelling system,
whereas others provided examples of trusted third party support mechanisms
such as the Creative Commons and TRUSTe. I evaluated each one in terms of
the problems of EULAs, and then established my own recommendations: a
hybrid system of labelling and trusted third-party mediation and support
that provided a foundation and design paradigm for modular standard license
agreements. In keeping with the normative theory I have adopted for this task,
I identified the normative expectations, discussing them in the context of the
suggestions made in the previous chapter, and then established an effective
communication framework: using trusted third party mediation to develop a
set of modular standard agreements that are easy for users to understand, with
labels identifying the particular normative expectations that would need to be
waived for each piece of software. I discussed the merits and problems of the
system, particularly some places that would need workable trade-offs, such as
the potential problems of crowding of labels on the license window, lack of
label recognition, and complication of license choosing. I also dismissed a few
problems that have plagued similar projects, namely the problem with ‘seals” in
that they are easy to forge. Finally, I demonstrated a practical implementation
of the theory proposed for the case study of EULAs. I offered two models,
each with benefits and disadvantages, and suggested some further research for
trialling these models.

In doing so I have outlined a serious practical application recommendation for
improvement of an example of informed consent in information technology.
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