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Introduction
In recent years, both highly predictable long-term trends (like the 
increasing assertiveness of China) and highly serendipitous but disruptive 
events (like the pandemic) have rewritten the conditions for trade policy. 
The notion of economic security has been brought to the forefront due 
to the perceived vulnerabilities of global economic interdependencies and 
supply chain security. At the recent G7 Hiroshima summit, strengthening 
resilience was deduced from reducing such economic vulnerabilities 
(the strategic approach of so-called ‘de-risking’) and coordinating action 
among its members to counter malign practices that exploit and reinforce 
them (G7 Leaders’ Statement 2023).

Despite the popularity of the concept among geopolitical experts, cases where 
de-risking has been put into practice are relatively few. An early exception 
was Chinese mobile networks from Huawei and ZTE that were subject 
to technical and judicial measures since the rollout of fourth-generation 
(4G) networks among G7 countries in the 2010s: network equipment from 
competitively priced Chinese companies was subjected to an informal ban in 
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the United States, while Huawei was subjected to screening requirements 
in the United Kingdom and geographic limitations in France, where radio 
units could not be placed in Paris and other administratively sensitive areas.

In that regard, digital infrastructure was an early example of de-risking. It is 
also a more explicit example of ‘securitisation’ of technology than today’s 
discussion on semiconductors, which primarily pose security risks by affecting 
the future competitiveness of nations. The impact of 5G networks and 
other domains of critical digital infrastructure is arguably a more immediate 
and plausible national security risk, as 5G is the critical infrastructure that 
already underpins and controls all other types of critical infrastructure and 
societal functions.

Hence, a series of G7 statements – most recently the Leaders’ statement 
at G7 Hiroshima – put the resilience of digital networks, with all their 
subdomains, at the heart of the definition of economic security, as well 
as defining ‘countering illegitimate influence, espionage, illicit knowledge 
leakage, and sabotage’ as a collective objective (G7 Leaders’ Statement 2023).

It is evident that multilateral rules and market-based solutions – in the form 
of trade liberalisation, global standards and the privatisation of state-owned 
telecom operators – created undesirable outcomes where foreign technology 
vendors made unexpected strides into domestic markets. As these market 
outcomes sometimes handed over the control of core strategic functions to 
foreign entities, it was perceived that strategic integrity and autonomy of the 
sovereign were at stake – especially as neither diplomatic treaties (e.g. ‘no 
spy’ agreements or indemnity clauses) nor engineering solutions (through 
testing) could avoid these outcomes.

But all governments spy, ipso facto. To take the most famous example, 
the US National Security Agency (NSA) used commercial ‘over-the-top’ 
services: in 2013, several NSA programs for signal intelligence (SIGINT), 
including PRISM, BLARNEY and Xkeyscore, were revealed to engage in 
upstream data collection via US-owned social media, streaming and email 
services. China is alleged to be the host country of several advanced persistent 
threat groups (Mcwhorter 2013; Insikt Group 2017), with leading cyber 
forensics firms making the case that hundreds of intrusions into commercial 
companies could be traced to a branch of Chinese armed forces rather than 
freelance groups (Mcwhorter 2013).
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While any unambiguous evidence or ‘smoking guns’ on upstream data 
collection using network equipment is somewhere between few and far 
between and non-existent, the integrity of the information can never be 
guaranteed during interconnection through foreign territories – when data 
pass through outside networks to reach the intended recipient (General 
Intelligence and Security Service of the Netherlands and the Directorate 
General for Safety and Security at the Ministry of Interior and Kingdom 
Relations 2011), or if the national telecom infrastructure has ‘unpublished 
features’ that would allow for interceptions, control or degradation 
of the network.

In response, G7 statements point to de-risking through ‘trusted vendors’, 
diversifying into multilayered networks (consisting of terrestrial networks, 
submarine cable networks and non-terrestrial networks) and deploying 
novel technical concepts like Open RAN (G7 Leaders’ Statement 2023; 
G7 Digital and Tech Ministers’ Declaration 2023). Unlike in other critical 
sectors, these de-risking and diversification strategies have been implemented 
extensively. However, the interpretation of ‘risks’ and ‘trust’ diverge across 
the Indo-Pacific and even within like-minded groups like the G7.

The evolutions of law and technology turn 5G into a conflict without any 
viable solution; where open trade, market-driven standards and commercial 
decisions are being rethought. Two successive (and very different) US 
administrations have embraced a narrative that has unleashed a raft of export 
controls and a global diplomatic campaign to curb Huawei’s commercial 
successes in Europe and the Asia-Pacific. At the same time, China has 
retaliated against ‘Western’ vendors (like Samsung, Ericsson and Nokia) for 
both commercial and security reasons for its ambitions towards a ‘Secure 
and Controllable’ society.

Ultimately, industrial policy consideration has overtaken any trade or 
security considerations with the emergence of Open RAN. In particular, the 
O-RAN Alliance, an industry consortium jointly led by the United States 
and Chinese firms, has become strongly associated with the concept. The 
approach has created a pathway for the United States and minor Chinese 
vendors to re-enter the 5G/6G market while marginalising technology 
industry leaders like Huawei, Ericsson and Nokia.
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National security implications of 5G
Digitalisation has increased the scope and potency of cyber espionage, with 
an increasing number of incidents before 5G. Still, the calls for intervention 
coincide with perhaps the biggest technological shifts in the modern 
information infrastructure: the deployment of 5G networks, which will 
digitalise an unprecedented amount of corporate and government data. 
The potential dividend of cyber espionage has increased exponentially 
(Lee‑Makiyama 2018), which has prompted government action.

These developments break with the openness, inclusiveness and global 
competition enabled by internationally unified standards under 3GPP 
(the 3rd Generation Partner Project) that made the world market 
essentially interoperable starting from the 3G and 4G era, thanks to the 
Universal Mobile Telecommunication Systems and Long-Term Evolution 
standards, with minor local variations and frequency bands. Multilateral 
trade liberalisation also served as a catalyst: the World Trade Organization 
(WTO) Information Technology Agreement eliminated all import duties 
for telephony equipment like switchboards and transmission cables in 
1996 (Lee-Makiyama 2011), but few trade negotiators understood that 
the products that would succeed them – like cloud infrastructure and base 
stations – would one day store all our personal data or government operations.

Following the large-scale privatisation of public telecommunication networks 
in the 1990s and 2010s, the buyers of network equipment (i.e. telecom 
operators) were often private or semi-private entities. As commercial 
businesses, they had neither natural inclinations nor obligations to consider 
national security risks. Many had overpaid for spectrum licences or had 
financial institutions as shareholders that demanded high dividends. 
Certain areas (like in Europe and Southeast Asia) also suffer from critically 
low average revenue per user, which, taken together, provide irrepressible 
economic incentives to use the cheapest possible vendors or most favourable 
terms of credit.

Technically, the elevated concerns arising from 5G are rooted in how it 
operates differently than previous architectures. In previous generations, 
until 4G, the most sensitive parts of the network – the so-called core network, 
where sensitive functionalities like access control, authentication, routing 
and connection to the internet take place – could be limited to trusted 
vendors. The radio access network (RAN), consisting of radio antennas and 
base stations on the field (also making up most of the investments), could 
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be supplied by competitive Chinese vendors. Specific mobile base stations 
deployed in the field can be tapped at strategically important locations with 
little risk of detection, as information could be exfiltrated as normal user 
traffic or embedded in other traffic. Attacks on the RAN could also lead to 
other national security threats, such as disruption of service or threat actors 
repurposing the base stations to redirect, modify or duplicate traffic while 
still appearing to function normally.

But breaking into a well-protected telecom network and laying out the 
backdoors required to grant persistent access and extract information 
requires years of reconnaissance and abundant computing power. Indeed, 
only well-resourced actors – such as national governments – have access to 
expertise and resources to successfully perform such SIGINT operations, 
using their resources and domestic technology companies. Such data 
collection via network equipment fit into Western preconceptions of 
Chinese intelligence practices as relying on tradecraft familiar to Western 
counterintelligence services and pursuing high volumes of low-grade (if not 
entirely unclassified) information (Mattis 2012).

Legal developments also proved to be crucial. China had reformed its laws 
prior to 5G deployment and increasingly codified a legal basis for its public 
security and data management practices, which are normally extra-legal 
in nature. China’s National Intelligence Law of 2017 required all Chinese 
citizens and businesses to collaborate with China’s security agencies under 
punitive sanctions (Standing Committee of the National People’s Congress 
2018, article 14), giving Chinese intelligence and counterintelligence 
agencies – the Ministry of Public Security, the Ministry of State Security 
(MSS) and signal intelligence units of the People’s Liberation Army (PLA) 
(Third Department of the Joint Staff Department, 3PLA) – the legal basis to 
read or collect relevant files (article 16), or gain access to any ‘communication 
tools’ available to a Chinese company or individual (article 17).

While some jurisdictions – notably Vietnam and the United Kingdom – 
have policies which require private businesses to surrender data or require 
technical changes be made to software and systems (including the installation 
of backdoors) to be used at the discretion of intelligence agencies, such 
provisions are carefully confined within their own territories (National 
Assembly of Vietnam 2013).1 In contrast, both US and Chinese intelligence 

1	  The United Kingdom’s Investigatory Powers Act of 2016 mandates that governments can issue 
‘technical capacity notices’, see also Hern (2017).
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laws uniquely oblige their nationals to surrender data extraterritorially and 
provide a broad legal basis for their security and law enforcement agencies 
to access foreign data. China’s intelligence law provides a legal basis for 
MSS and 3PLA to compel Chinese entities to support national intelligence-
gathering activities abroad under punitive sanctions, similar to the US 
Cloud Act or the Foreign Intelligence Surveillance Act (US Congress 1978).

However, US and Chinese laws differ on safeguards, proportionality and 
purposefulness. For instance, under US law (whose safeguards EU courts 
rejected as inadequate), the objective is subject to a court review ex parte of 
probable cause before a warrant is issued and subject to time limits. Under 
Chinese law, necessity and legitimacy are self-determined by the executive 
branch or determined ex post through disciplinary action. Since the Snowden 
revelations, the United States has also reformed the Judicial Redress Act to 
extend the civil remedies thereto only available to US citizens to overseas 
citizens (from a positive list of countries), thereby setting a high expectation 
in Europe that the Chinese legal system could not realistically match.

In conclusion, China’s National Intelligence Law was an atypically public 
admission of extraterritorial intelligence obligations that prompted other 
governments to a firm policy response. Whether SIGINT using public 
telecommunication networks generated valuable intelligence, most 
countries in Asia-Pacific are still building up their national cyber emergency 
response teams in charge of critical infrastructure and establishing a better 
functioning incident response strategy. Few countries outside the Five Eyes 
partnership have developed active cyber defence capabilities with effective 
and proactive measures in anticipation of an attack.

In reality, targeted networks, organisations or individuals often lack forensic 
tools for securing evidence for later attribution. Even if attribution could 
be proven, there are no enforceable international legal norms against cyber 
espionage – nor is it an infraction of international law. Any threat of legal 
sanctions is not credible, given the threat of retaliation and immunity of 
sovereigns. The US Department of Justice has indicted PLA officers (FireEye 
iSight Intelligence 2016; Accenture 2017; Booz Allen Hamilton n.d.), 
but cyber espionage is an attack vector that cannot be litigated through 
international courts or treaties like the Budapest Convention (Europol 
2017). Even the effectiveness of bilateral treaties like the China–US 
cybersecurity agreement (signed by Presidents Xi and Obama in September 
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2015, where the signatories agreed not to engage in commercial cyber 
espionage) is heavily disputed since there are no means to verify compliance 
with its obligations.

Meanwhile, the security of network equipment had ceased to be a 
straightforward technical assessment where their trustworthiness could 
be proven through technical tests: rather, security became a matter of the 
trustworthiness of the vendors, where their autonomy against their home 
government was increasingly highlighted – transparency concerning a 5G 
vendor’s ownership structure or legal obligations laid down in intelligence 
laws – and implicitly a matter of where the supplier was headquartered, 
with aspects like rule of law, separation of powers and independence of the 
judiciary under that system.

De-risking strategies and implementation
Sales restrictions against Chinese network equipment were problematic but 
sales were not de jure restricted in most countries during the 4G era. The US 
House Intelligence Committee released its first report raising concerns over 
Huawei and ZTE and their alleged propensity to surveil on behalf of the 
Chinese Communist Party (CCP) in 2012 (US House of Representatives 
2012), while no formal ban was in place. However, Chinese equipment 
and investments were deemed suspicious since 2008 when Huawei was 
‘discouraged’ from acquiring the ailing device manufacturer 3Com even 
before the Committee on Foreign Investment in the United States – an 
interagency government committee with the authority to block foreign 
investments – could intervene in 2008 (Weisman 2008).

In 2013, the European Union initiated its first-ever ex officio investigation, 
without any formal complaint by an injured party, into China, on 
accusations of antidumping and countervailing duties that were originally 
rooted in purely commercial concerns; in particular, export credits and 
subsidies under non-commercial lending terms allegedly offered by the 
China Development Bank and other credit institutions to Huawei and ZTE 
(Chaffin 2013). Although the duties never materialised, security measures 
were imposed. For instance, French telecom operators were permitted to use 
Chinese vendors only outside the administrative capital area of Paris and 
faced nationwide restrictions on core networks. In the United Kingdom, 
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products were required to undergo testing in the United Kingdom’s Huawei 
Cyber Security Evaluation Centre, specifically established to screen Huawei 
products in 2010 (Milmo 2013).

Australia took the first vendor exclusion decision with the 2018 Telecom 
Sector Security Review (TSSR). Its analytical framework did not just 
provide guidance to the local markets but also internationally and proved to 
have an impact beyond Australia, with several countries initiating strategic 
reviews of 5G vendors.

In the first instance, TSSR pointed to the vulnerability of its digital societies, 
dependency on trustworthy networks and ‘involvement of vendors who are 
likely to be subject to extrajudicial directions from a foreign government that 
conflict with Australian law’ (Fifield 2018). TSSR was also firmly rooted in 
the new challenges presented by 4G and 5G architectures, deeming previous 
guidelines – where Chinese vendors were merely restricted from supplying 
core networks – inadequate, as sensitive functionality of core networks 
and RAN will now overlap. Australia’s decision reads, ‘5G is designed so 
that sensitive functions currently performed in the physically and logically 
separated core will gradually move closer to the edge of the network’ 
(Fifield 2018). At the same time, technical features like virtualisation 
make the distinction between the two parts less relevant for a national 
security assessment.

Ultimately, Australia’s decision was never an assessment of the product or 
individual suppliers but its understanding of Chinese law, 5G architecture 
and the remedies available to de-risk the presence of high-risk vendors 
(HRVs). The subsequent decisions taken by other governments have largely 
proceeded according to the same analytical steps, albeit in different legislative 
forms. While the vast majority of vendor exclusions were de jure and took 
the form of executive orders or legislative approaches, Japan and Singapore 
have excluded vendors through commercial decisions – that is, where 
operators voluntarily chose to use trusted vendors in order to win the beauty 
contests for secure networks to win 5G spectrum licences. Technically, the 
authorities never stipulated any trusted vendor requirements or designated 
any vendor or jurisdiction as ‘high risk’, thereby avoiding diplomatic 
confrontation. India and Canada are moving in a similar trajectory, where 
Chinese equipment in various domains is being phased out with each new 
release of 5G protocols.
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Some de-risking measures designated the incumbent and largest operator or 
the state monopolist to be free from Chinese vendors. Notable examples of 
such an approach include Korea and Spain. Similarly, China’s Ministry 
of Industry and Information Technology controls precise distribution of 
market shares among domestic and foreign vendors since all mobile operators 
are state-owned. In other cases, quantitative ceilings were introduced by 
law in EU countries like France, Belgium and the United Kingdom (which 
later changed to full exclusion), where designated HRVs were typically 
allowed up to one third of a commercial RAN. The threshold was carefully 
calibrated to cap any cost savings to ensure they do not exceed the increased 
costs of managing multiple vendors, thereby strongly disincentivising the 
use of HRVs.

But more often than not, 5G boiled down to an all-or-nothing approach: 
to either allow all vendors to bid for the entire 5G network or to deem 
them to be a risk from all its parts, since 5G changes how the networks 
operate and increases the potential security risks where previous safeguards 
are insufficient. Australia, New Zealand, Vietnam, Taiwan, the United 
Kingdom, Sweden and several countries in the Baltics and Eastern Europe 
impose either de facto or de jure bans on Chinese equipment. These 
exclusions are distinct from typical run-of-the-mill economic protectionism 
since none of the countries besides Sweden had any domestic suppliers 
to protect.

In this context, the United States is something of an outlier. The United 
States was de jure open to Chinese vendors until August 2018, when the 
US Government signed off on the John S. McCain National Defense 
Authorization Act for Fiscal Year 2019 (the NDAA or ‘McCain Act’). 
Its Section 889 outlined broad commitments to prohibit the federal purchase 
of telecommunications and video surveillance equipment from five Chinese 
companies: ZTE, Huawei, Hytera Communications, Hangzhou Hikvision 
and Dahua. Later, in 2022, the Federal Communications Commission 
(FCC) banned any new sales from the same companies.

Since the NDAA and the FCC decision codified existing market rules, they 
had virtually no effect on the security of US mobile networks in practice, 
as they were already free from Chinese equipment from a de facto ban. 
Instead, US policy emphasises export controls as the US Department of 
Commerce added Huawei to the Entity List of embargoed companies 
in May 2019. This designation prohibits all US firms and their affiliates 
from supplying Huawei with goods, services and intellectual property, 
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subject to a government-issued waiver. In practice, Huawei has been 
obstructed from sourcing vital components, like chipsets and virtualisation 
software, from US suppliers.

By contrast, ZTE – the much less successful and self-professed state-
owned enterprise (SOE) that does not deny its origins from the PLA – 
has dodged the brunt of US export controls. In fact, ZTE and other state 
enterprises with stronger ties to Beijing have evaded the Entity List after 
the Chinese government negotiated with Washington on their behalf. 
To this day, the US Treasury does not designate ZTE as a ‘Chinese Military 
Company’, and so it continues to enjoy unfettered access to US technology, 
suppliers and financial services. As we shall see, this inconsistent and 
contradictory application of sanctions has inevitably led to some paradoxical 
market outcomes.

Industrial policy and pathway to 
indigenous suppliers
3GPP has become an umbrella for all the standardisation forums necessary 
for mobile telecommunication, with seven regional standard designation 
organisations, including China and the United States, as primary members. 
Eighteen technical specification groups specify every aspect of a mobile 
network and devices in a transparent and collaborative manner and resulting 
standards are publicly accessible as open source.

Prior to 4G, China had opted for a diverging national standard – TD-
SCDMA – which was developed behind closed doors and created a separate 
ecosystem of SOEs like ZTE and Datang, who never grew out of their 
addiction to standards protectionism. Huawei was the first to choose to 
compete in the open market outside of this ecosystem and become more 
competitive than any other Chinese vendor – which eventually led to 
China’s embrace of international 3GPP standards.

While many observers attribute Huawei’s success to its access to capital, 
its internationalisation would not have been possible without its early 
bet on the convergence of regional standards that emerged from 4G and 
onward. Conversely, European network equipment manufacturers and 
device manufacturers like Apple and Samsung could not operate in China 
without some difficulty. While many analysts (as well as intergovernmental 
dialogues) have not precluded that the world might return to regional 
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standards developed among likeminded countries,2 any balkanisation of 
telecom standards could have some profound economic consequences – and 
winners and losers are not necessarily grouped according to their nationality.

At the same time, vendor exclusions in the network equipment market 
understandably raised concerns about market concentration and inadequate 
research funding if fewer equipment suppliers may serve the market. While 
markets are often monopsonies, with only one or two actual buyers in 
each region, the equipment market has consolidated into six global players 
– namely Huawei, Ericsson, Nokia, Samsung ZTE and two Japanese 
manufacturers on the verge of internationalisation. Previous US and 
Canadian suppliers of RAN – like Nortel, Motorola or Lucent – have all 
merged into the remaining European players.

Within this context, an alternative concept like Open RAN has emerged 
in the debate. Open RAN is neither a new technology nor a standard 
but a philosophy that leverages recent developments that allow for the 
procurement of hardware and software components in smaller parts rather 
than from one single technology supplier, while artificial intelligence and 
cloud technologies allow network functions to be performed virtually. 
In particular, the O-RAN Alliance (a consortium led by US software 
companies and Chinese SOEs) defines a proprietary set of specifications to 
build a RAN unit.

The O-RAN Alliance is a merger of Chinese and US organisations. China 
Mobile, China’s largest state-owned operator, retains permanent board seats 
and veto rights as a founding member, and co-chairs 10 out of the alliance’s 
14 working groups.

Three Chinese O-RAN members are sanctioned by the US Government 
under the Bureau of Industry and Security’s Entity List for their proximity 
to the CCP and the PLA, and another three Chinese firms are subject to 
US financial sanctions on the same grounds. Moreover, at least two thirds of 
the Chinese contingent in the consortium is at least partially state-owned, 
and six O-RAN members are outright public institutions or agencies 
(Lee‑Makiyama 2022). Russian military companies who were initially 
members of the consortium have later left – but their knowledge of the 
source code cannot be suppressed.

2	  See European Commission (2018), statement by Lee-Makiyama, p. 23.
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Some US observers have failed to distinguish how work undertaken under 
O-RAN is actually not standard setting (which defines how equipment 
should communicate with each other) but product development, where 
hardware is designed and software code is written collectively (Rasser and 
Nietsche 2020). The US Government Accountability Office also reports 
that ‘the attack surface of the network expands considerably’ with O-RAN 
(US Government Accountability Office 2020, 33) – and for that reason, 
the risk-averse regulators in China are unlikely to allow its use on any larger 
scale. Instead, its principal interest for participation is access to Western 
know-how, source code or a potential entry into the US market (Rasser and 
Nietsche 2020). Adversaries could exploit such vulnerabilities and target 
carriers known to be slow to patch their applications. In addition, information 
on vulnerabilities in open source software is available through resources like 
the National Vulnerability Database (Cypress Data Defence 2020).

Within the G7, the United States and Japan have continuously called for 5G 
vendor diversity and support for Open RAN. The two proponents have also 
pledged $4.5 billion towards developing indigenous alternatives, although 
the US and Japanese networks are already ‘secure’ and built exclusively by 
European and Korean suppliers. The US Senate also tabled the Endless 
Frontier Act (later merged into the US Innovation and Competition Act) 
to promote the O-RAN Alliance, displacing European and Korean 5G 
vendors. The debate in the United States, United Kingdom, Japan and 
India emphasises the need for an industrial policy that spawns indigenous 
producers rather than necessarily creating a diversity of suppliers to support 
5G development.3 In effect, digital markets divide the G7 between the United 
States and Japan, who want diversity and local players in technologies where 
Europe is leading, but not in online platforms where the United States is 
dominant – and vice versa.

Conclusions
Economic security considerations have heavily influenced 5G development 
and rollout in the past five years. In particular, G7 countries have engaged 
in continuous dialogue and coordination on bifurcation and de-risking 
strategies, despite the inherent transatlantic dysfunctionalities built into 
the forum.

3	  See inter alia Katoch (2019); Schoff and Kamijima-Tsunoda (2020); Reuters (2020); Khan (2020).
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Each de-risking strategy was uniquely defined by their pre-existing 
interdependencies and relationship with China, not least in the face of 
retaliation risks, but also given the nature of security risks involved. After 
all, the majority of countries around the world – not just Africa and 
Latin America, but also European and Southeast Asian countries – have 
not undertaken any de-risking measures, not necessarily because they do not 
have policy space to do so, but because they had very few national security 
considerations or relatively little sensitive information to protect.

While the outcome has been indefinite, with several unintended consequences 
and second-order effects, the global market shares have changed relatively 
little. As outlined above, major markets that implemented the most explicit 
high-risk vendor exclusions were already free of Chinese vendors, and the 
largest commercial impact is taking place over time in relatively smaller 
markets, like the United Kingdom and Australia.

Since China now accounts for approximately half of the global network 
equipment market, Huawei increasingly relies on its home market, where 
90 per cent of their tenders are to local vendors. US Entity Listing also 
intensified Huawei’s work to cut interdependencies on Western and 
Taiwanese inputs, initially giving up its assets in consumer devices to 
state-backed buyers. The outcome is that Huawei – arguably the most 
‘Westernised’ Chinese multinational – has become more Sinocentric, while 
SOEs like ZTE and Datang have been restrengthened by the displacement 
of both Huawei and foreign competitors.

In other words, de-risking changed the internal political economy as much 
as international trade. This is also evident from the fact that global market 
shares of the largest five suppliers have changed very little over the period 
(Pongratz 2021), while market concentration (measured by the Herfindal-
Hirschfeldt index) in respective local markets has remained stable. This 
concentration has remained stable because it is primarily the smaller players 
– Samsung in the west, ZTE in China – that have benefited from vendor 
exclusions and reduced market concentration, despite one or two suppliers 
forcibly exiting the market (Lee-Makiyama and Forsthuber 2020).

So far, there have been few attempts to litigate against vendor exclusions 
and quotas. Such measures mostly used objective criteria, were consistent 
with WTO exceptions (General Agreement on Tariffs and Trade articles 
XI, XX and XXI; Technical Barriers to Trade Agreement article 2.1) and 
were carefully negotiated. In fact, they were specifically designed for 
circumstances such as those we see today. With the exception of a bilateral 
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investment dispute in Sweden, there have been no notable legal challenges. 
A possible cause is China’s fear of making any ambiguous exclusion 
decisions definitive through a court ruling, thereby locking a door that 
might otherwise soon reopen.

The prospective standards fragmentation is a sign of an industry where 
network standards are politicised for commercial reasons – to pave the way 
for an indigenous industry – which is entirely unrelated to national security 
objectives. Since the US networks are already free from Chinese vendors, 
the gambit to introduce new vendors are aimed at Europe. But nowadays, 
Chinese scholars and senior officials openly talk of its national standards as 
a disaster for the nation, which delayed China’s rollout of 4G and plunged 
the economy into an innovation lag.

Despite the subsidies, trade promotion and policy support allocated to 
the O-RAN Alliance, it has failed to produce a viable product, given that 
most major 5G contracts around the world have been signed and networks 
already built. A key lesson for industrial policy is that vendors who cannot 
survive without subsidies will not optimise for innovation but for public 
grant-seeking.

As neither regulators nor engineers could solve the security question, 
a market that was characterised by low profit margins, few market entry 
barriers and distortive state subsidies (aside from a few export credits) has 
been reorganised into a managed system with state interventions, high 
economic rents but even lower profits due to lesser scale. While the national 
security risks stemming from 5G architecture and uses of SIGINT were 
real and genuine, the trajectory of 5G development is also turning today’s 
situation-specific risks (stemming from HRVs being present in certain 
domains and situations) into a systemic risk stemming from premature 
technical solutions or macropolitical risks.
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